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Safeguarding Privacy - Why
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* The Netherlands Code of Conduct for Academic Practice 2004 (version 2014). Online available at:http://vsnu.nl/files/documenten/Domeinen/Onderzoek/The%20Netherlands%20Code%20of%20Conduct%20for%20Ac



Safeguarding Privacy - Why

5

* Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). Online available at: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN



GDPR Readiness
awareunaware

unable

able

"I safeguard privacy in research, 
given my research tradition, culture 

and codes -
but is it compliant to the GDPR?”

“The GDPR is not so different from 
the Wet Bescherming 
Persoonsgegevens -

we had our GDPR compliant 
milestone party last September”

GDPR?

"I know I have to do stuff 
because of the GDPR - provide me 

the checklist”

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
December 2017



Safeguarding Privacy in Research Design - a Dutch Perspective

Design

Personal Data

Legal & Ethics

Principles & Measures

Norms & Checks

(Special Categories of) Personal Data, 
Clinical, Genetic & Molecular Material, …

GDPR/AVG, WMO, WHW, Archiefwet, UAVG,…

Codes of Conduct ((Inter)National, Discipline
Specific, Journals), Good Practices, …

Privacy Principles, Privacy by Design,
Privacy by Default.

Risk Assessment: Data Protection Impact
Assessment: Organisational & Technical
Measures, Data Management Plan, …

ISO 2700x, NEN7510, Technical Specifications,
Standard Operating Procedures, …

Research Ethics Board, METC, Data Protection
Officer, Information Security Officer, Data
Steward, Researcher, …

Text & Numbers ((un)structured), Recordings
(Video, Picture, Sound), Human Biomaterial, …

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl November 5 2017



The General Data Protection Regulation (GDPR)
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see: https://teachprivacy.com/training-gdpr-whiteboard-interactive/



The Implementation of the GDPR
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The GDPR - Personal Data

11

"Personal Data" (GDPR*, Article 4):
Any information relating to an identified or identifiable 
natural person: 

a name, an identification number, location data, an online 
identifier, one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social 
identity of that natural person.
* Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). Online available at: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN



The GDPR - Special Categories of Personal Data

12

"Special Categories of Personal Data
(Sensitive Data)" (GDPR, Article 9): 
Data revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade union 
membership, the processing of genetic data, biometric 
data for the purpose of uniquely identifying a natural 
person, data concerning health or data concerning a 
natural person's sex life or sexual orientation. 
* Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). Online available at: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN



EU General Data Protection Regulation 
Responsibilities in Academia

Who
University: provide necessary
general conditions to enable 
researchers to comply; policy, 
guidelines, infrastructure and 
skilled and available research 
support staff.

Dean: provide additional
necessary discipline specific 
conditions to enable researchers 
to comply; policy, guidelines, 
infrastructure and skilled and 
available research support staff.

Faculty: follow privacy principles 
& use the provided privacy 
enabling conditions (policy, 
guidelines, infrastructure and 
skilled and available research 
support staff).



Privacy: Maturity Model
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Balancing the legitimate interests of the researcher 
and the privacy rights of the individual

Source: Brendan Van Alsenoy (Belgian  Privacy Commission), Balancing the interests of controllers and  the rights of the data subject.
Brussels Privacy Hub, VUB Brussel, June 30 2017.

16

“The right to the protection of personal data is not an absolute 
right; it must be considered in relation to its function in society 
and be balanced against other fundamental rights, 
in accordance with the principle of proportionality.” 

Recital (4) GDPR

“processing is necessary for the purposes of the legitimate 
interests pursued by the controller or by a third party, except 
where such interests are overridden by the interests or 
fundamental rights and freedoms of the data subject […]”

Article 6(1)f GDPR



Balancing 
the legitimate interests of research

and the privacy rights of the individual

independent authority

individual’s rights

legitimate interests - GDPR
- Member States’ Implementation Legislation

- (Inter)National Codes of Conduct

- Discipline Specific 
Good Practices

public interest of research

of the data subject

- ISO Standards
NEN Norms

Source: Prof. Dr. Gloria González Fuster: Recent jurisprudence of the European Court of Human Rights and the Court of Justice 
of the European Union. Brussels Privacy Hub, VUB Brussel, June 30 2017.



Balancing: Four Steps

1. Legitimate interests of controller or 3rd party
• freedom of expression
• direct marketing and other forms of advertisement
• enforcement of legal claims
• prevention of fraud, misuse of services, or money laundering
• physical safety, security, IT and network security
• whistle-blowing schemes

2. Impact on data subject
Actual and potential repercussions
• Nature of the data
• How the data are processed
• Reasonable expectations data subject
• Nature of controller vis-à-vis data subject 

3. Make provisional balance
“Necessary”
• Least intrusive means
• Reasonably effective 
• Balance of interests 

4. Safeguards
Measures to ensure that the data cannot be used to take decisions or other actions with regard to individuals.
• anonymisation techniques, aggregation of data
• privacy-enhancing technologies, privacy by design
• increased transparency
• general and unconditional right to opt-out 

Source: Article 29 Data Protection Working Party. Opinion 06/2014 on the "Notion of legitimate interests of the data controller under Article 7 of Directive 95/46/EC". Adopted on 9 
April 2014. Online: http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp217_en.pdf

18



Mitigate risks with 
appropriate measures

The Privacy Impact Assessment (PIA) Route Planner for Academic Research 
Inspired by Harry Beck’s London Metro Map

Re-design Research

No high risk
processing

Erasmus University Rotterdam
marlon.domingus@eur.nl
February 2018

Stop Research

Prior consultation 
with the

supervisory authority
No legal ground 
for processing

Conduct Research

Implement  appropriate
technical and 

organisational measures

Demonstrate compliancy 
with the GDPR

Processing (special categories of) 
personal data of (vulnerable) individuals 

in your research

High risk
processing

Demonstrate compliancy 
with the

privacy principles

Legal ground 
for processing

No processing of personal data 
in your research

Research Design



Proceed - no 
measures 
required for 
safeguardingp
rivacy.

NO Q3. Is this processing a high risk processing?
Criteria for high risk processing
(WP29 - DPIA Guideline**):
1. Evaluation or scoring
2. Automated-decision making with legal or 

similar significant effect
3. Systematic monitoring
4. Sensitive data or data of a highly personal 

nature
5. Data processed on a large scale
6. Matching or combining datasets
7. Data concerning vulnerable data subjects
8. Innovative use or applying new technological or 

organisational solutions
9. When the processing itself prevents data 

subjects from exercising a right or using a 
service or a contract

The Logic of a Privacy Impact Assessment (PIA) for Academic Research 

* Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). Online available at: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R06
** Article 29 Data Protection Working Party: Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to result in a high risk” for the purposes of R
Adopted on 4 April 2017. As last Revised and Adopted on 4 October 2017. Online available at: https://ec.europa.eu/newsroom/document.cfm?doc_id=47711

Action
Prior consultation
(GDPR*, Article 36):
1. The Data Protection Officer shall, on behalf of 

the researcher, consult the supervisory 
authority, prior to the processing (the research) 
when the processing would result in a high risk 
in the absence of measures to mitigate the risk.

YES

YES Q2. What is the legal ground for this processing?

Lawfulness of Processing
(GDPR*, Article 6, 89):
1. The individuals participating in your research 

have freely given their explicit consent for one 
or more specific purposes.

2. Your research contributes to a legitimate 
interest, yet results in no high risks for the 
individuals participating in the research.

3. Your research has  a scientific, historical or 
statistical purpose, yet results in no high risks 
for the individuals participating in the research.

Q1. Do you process (special categories of) personal data 
of (vulnerable) individuals in your research?

"Personal Data" (GDPR*, Article 4):
Any information relating to an identified or 
identifiable natural person: a name, an 
identification number, location data, an online 
identifier, one or more factors specific to the 
physical, physiological, genetic, mental, 
economic, cultural or social identity of that 
natural person.
"Special Categories of Personal Data
(Sensitive Data)" (GDPR, Article 9): 
Data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade 
union membership, the processing of genetic data, 
biometric data for the purpose of uniquely 
identifying a natural person, data concerning 
health or data concerning a natural person's sex 
life or sexual orientation. 

YES
NO
Stop research 
or redefine 
research.

Action

Principles relating to processing of personal data 
(GDPR*, Article 5):
Demonstrate compliancy with the principles:
lawfulness, fairness, transparency, purpose limitation, 
data minimisation, accuracy, storage limitation, integrity, 
confidentiality and accountability.

Proceed -
measures 
required for 
safe-
guarding 
privacy.

NO

Action
Data protection by design and by default 
(GDPR*, Article 25):
Implement appropriate technical and organisational 
measures:

1. Individual participating in your research (data 
subject). Is the participant well informed, aware of 
possible risks for her/him and aware of the purpose of 
the research?

2. Data. Is the data de-identified and encrypted?
3. Access Management. How is access managed and 

controlled for the PI / team (expanded) / public?
4. Software / Platform. Are the Terms of Service for used 

software / platform checked (where is the data and who 
has access and has which usage rights)?

5. Devices. Are devices used safe? Encrypted drive, 
encrypted communication, strong password / two factor 
authentication.

6. Partners. Are the research partners / service partners 
trusted and are appropriate legal agreements made, 
with regards to roles, rights and responsibilities?

7. Safe and secure collaboration. Is the ((cross border) 
communication to, in and from the) collaboration 
platform end to end encrypted, are roles and 
permissions defined and implemented, is logging and 
monitoring implemented?

8. Risk definition and mitigation. Are risks defined and 
mitigated? Is a risk audit procedure started?

Action

Records of processing activities
(GDPR*, Article 30):
The university shall maintain a digital record 
of the processing activities in your research to 
demonstrate compliancy to the GDPR. 
This register contains:
1. The name and contact details of the 

researcher, the research partners and 
service providers;

2. The purposes of the processing;
3. A description of the categories of data 

subjects and of the categories of personal 
data; 

4. The categories of recipients to whom the 
personal data have been or will be 
disclosed.

Erasmus University Rotterdam
marlon.domingus@eur.nl
February 2018



Academic Research: Scales of Collaboration and 
Accompanying Appropriate Privacy Enhancing Measures 

Data Processing in Academic Research

data analysisdata collection data publicationdata deletion
data masking and / or
data de-identificationpersonal data data storage data archiving

Collaboration                                                                   Agreements and Documentation on:
• (non)academic research project team members
• (non) academic peers
• service providers
• research funders
• journals

• access - who is allowed access to which data for which purpose 
for which period of time?

• data - access to: personal data, masked and/or de-identified data?
• security standards - which communication / storage is encrypted?
• accountability - who is responsible for which processing in which role?
• governance - who collects which metrics to check on 

responsible conduct and takes which agreed appropriate measures?

Tooling                                                                              Agreements and Documentation on:
• devices (corporate owned, company enabled / corporate owned, 

personally enabled / personally owned, company enabled / 
personally owned, personally enabled) 

• software (proprietary / public cloud / open source / own)
• services (proprietary / public cloud / open source / own)
• platforms (proprietary / public cloud / open source / own)

• Terms of Service (TOS) - have the TOS been analysed for legal and 
technical compliancy to relevant legislation (hard law and soft law) and 
which agreed actions are taken by whom in case of discrepancies?

• data - who has access to the research data for which purpose on the 
device / software / service / platform and is this compliant to agreements 
and legislation?

Legal                                                                                Agreements and Documentation on:
• demonstrate compliancy with regards to the General Data Protection Regulation
• demonstrate compliancy with regards to the GDPR privacy principles.
• assess the researcher’s privacy awareness and privacy enhancing conduct
• provide awareness sessions and training fit for researcher’s purposes
• provide policy, guidelines, tooling and support for researchers 

to stimulate privacy enhancing conduct

• Data subject’s privacy rights and freedoms are placed central in the 
research project from the research design to the archiving of the research findings

• Communication on data subject’s privacy rights is stated clearly in the university
privacy statement, privacy policy and guidelines, as well as in the research projec
informed consent forms, data processing agreements, consortium agreement, 
ethical assessment, data management plan and data protection impact assessme

Marlon Domingus, Erasmus University Rotterdam
marlon.domingus@eur.nl March 2018



Legal Agreements

Privacy Before Research: 
Research Design

Result: DMP & Legal Agreements

Risks, Appropriate Organisational 
and Technical Measures, Ethical 
Self Assessment

2

Data Management Plan

3
1 Privacy Risk Assessment
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processing and storing data

analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

principal investigator academia

Research Scenarios and the General Data Protection Regulation:
1. Individual Academic Research

Based on Existing Data

adequate organisational
and technical measures

accessing and  collecting data 

existing data

existing observed data
online / sensor data

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017



analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

Research Scenarios and the General Data Protection Regulation:
2. Academic Research by an International Research Group

Based on Existing Data

adequate organisational
and technical measures

accessing and  collecting data 

existing data

existing observed data
online / sensor data

accessing data

academic researcher

academic researcher

academic researcher

sharing data for analysing, archiving
and publishing purposes

analysing data

archiving data

publishing data

adequate organisational
and technical measures

principal investigator academia

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

processing and storing data



analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

principal investigator academia

Research Scenarios and the General Data Protection Regulation:
3. Individual Academic Research

Based on Generated Data from Data Subjects
- informed consent
- public interest

generating new data

data subjects

adequate organisational
and technical measures

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

processing and storing data



analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

Research Scenarios and the General Data Protection Regulation:
4. Academic Research by an International Research Group

Based on Generated Data from Data Subjects

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

- informed consent
- public interest

generating new data

data subjects

adequate organisational
and technical measures

accessing data

academic researcher

academic researcher

academic researcher

sharing data for analysing, archiving
and publishing purposes

analysing data

archiving data

publishing data

adequate organisational
and technical measures

principal investigator academia

processing and storing data



analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

principal investigator academia

Research Scenarios and the General Data Protection Regulation:
5. Academic Research by an International Research Group 

Based on Generated Data from Data Subjects Combined With Existing Data

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

- informed consent
- public interest

generating new data

data subjects

adequate organisational
and technical measures

accessing data

academic researcher

academic researcher

academic researcher

sharing data for analysing, archiving
and publishing purposes

analysing data

archiving data

publishing data

adequate organisational
and technical measures

accessing and collecting data 

existing data

existing observed data
online / sensor data

processing and storing data



analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

Research Scenarios and the General Data Protection Regulation:
6. Academic Research by International Public - Private Research Group 

Based on Generated Data from Data Subjects Combined With Existing Data

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

- informed consent
- public interest

generating new data

data subjects

adequate organisational
and technical measures

accessing data

academic researcher

academic researcher

academic researcher

sharing data for analysing, archiving
and publishing purposes

analysing data

archiving data

publishing data

adequate organisational
and technical measures

accessing and collecting data 

existing data

existing observed data
online / sensor data

non academic
research partner

non academic
research partner

principal investigator academia

processing and storing data



analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

principal investigator academia

Research Scenarios and the General Data Protection Regulation:
7. Academic Research by International Public - Private Research Group 

Based on Generated Data from Data Subjects Combined With Existing Data and Licensed Data

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

- informed consent
- public interest

generating new data

data subjects

adequate organisational
and technical measures

accessing data

academic researcher

academic researcher

academic researcher

sharing data for analysing, archiving
and publishing purposes

analysing data

archiving data

publishing data

adequate organisational
and technical measures

accessing and collecting data 

existing data

existing observed data
online / sensor data

non academic
research partner

non academic
research partner

licensed data

processing and storing data



analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

Research Scenarios and the General Data Protection Regulation:
8. Academic Research by International Public - Private Research Group & Third Parties

Based on Generated Data from Data Subjects Combined With Existing Data and Commercial Data

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

- informed consent
- public interest

generating new data

data subjects

adequate organisational
and technical measures

accessing data

academic researcher

academic researcher

academic researcher

sharing data for analysing, archiving
and publishing purposes

analysing data

archiving data

publishing data

adequate organisational
and technical measures

accessing and collecting data 

existing data

existing observed data
online / sensor data

non academic
research partner

non academic
research partner

licensed data

non academic
service provider

non academic
service provider

principal investigator academia

processing and storing data



analysing data

deleting data archiving data for follow-on research 
own research

publicly publishing data

principal investigator academia

Research Scenarios and the General Data Protection Regulation:
9. Academic Big Data Research by International Public - Private Research Group & Third Parties

Based on Generated Data from Data Subjects Combined With Existing Data and Commercial Data

Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

- informed consent
- public interest

generating new data

data subjects

adequate organisational
and technical measures

accessing data

academic researcher

academic researcher

academic researcher

sharing data for analysing, archiving
and publishing purposes

analysing data

archiving data

publishing data

adequate organisational
and technical measures

accessing and collecting data 

existing data

existing observed data
online / sensor data

non academic
research partner

non academic
research partner

licensed data

non academic
service provider

non academic
service provider

HPC

processing and storing data
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Created in collaboration with the GDPR Coalition

EU General Data Protection Regulation:
Privacy Before, During and After Research



Privacy Principles

35

1. Consent and choice 
2. Purpose legitimacy and specification 
3. Collection limitation 
4. Data minimisation 
5. Use, retention and disclosure limitation 
6. Accuracy and quality 
7. Openness, transparency and notice 
8. Individual participation and access 
9. Accountability 
10. Information security 
11. Privacy compliance

Source: Information technology — Security techniques — Privacy framework. ISO/IEC 29100:2011.
Online: http://standards.iso.org/ittf/PubliclyAvailableStandards/c045123_ISO_IEC_29100_2011.zip

Source: Information technology — Identification of privacy protection requirements pertaining to 
learning, education and training (LET) — Part 1: Framework and reference model. ISO/IEC 29187-
1:2013 
Online: http://standards.iso.org/ittf/PubliclyAvailableStandards/c045266_ISO_IEC_29187-
1_2013.zip



Privacy Before Research:
Privacy by Design Strategy (‘traditional’)

Source: ENISA report (2015): Privacy By Design In Big Data. Online: https://www.enisa.europa.eu/publications/big-data-protection/at_download/fullReport
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Privacy Before Research:
Privacy by Design Strategy (Big Data)

Source: ENISA report (2015): Privacy By Design In Big Data. Online: https://www.enisa.europa.eu/publications/big-data-protection/at_download/fullReport

37



Privacy Before Research:
Privacy Enhancing Technologies

in Big Data
Anonymization in big data (and beyond)

Utility and privacy
Attack models and disclosure risk
Anonymization privacy models
Anonymization privacy models and big data
Anonymization methods
Some current weaknesses of anonymization
Centralized vs decentralized anonymization for big data
Other specific challenges of anonymization in big data
Challenges and future research for anonymization in big data

Encryption techniques in big data
Database encryption
Encrypted search

Security and accountability controls
Granular access control
Privacy policy enforcement
Accountability and audit mechanisms
Data provenance

Transparency and access
Consent, ownership and control

Consent mechanisms
Privacy preferences and sticky policies
Personal data stores

Source: ENISA report (2015): Privacy By Design In Big Data. Online: https://www.enisa.europa.eu/publications/big-data-protection/at_download/fullReport

38



WP Art 29: Big Data Concerns:

39

- the sheer scale of data collection, tracking and profiling, also taking into 
account the variety and detail of the data collected and the fact that 
data are often combined from many different sources;

- the security of data, with levels of protection shown to be lagging 
behind the expansion in volume;

- transparency: unless they are provided with sufficient information, 
individuals will be subject to decisions that they do not understand and 
have no control over;

- inaccuracy, discrimination, exclusion and economic imbalance;

- increased possibilities of government surveillance.

Source: Article 29 Data Protection Working Party. Opinion 03/2013 on purpose limitation. Adopted on 2 April 2013.
Online: http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp203_en.pdf
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Open Science: As Open As Possible, As Closed As Necessary

41
Source: http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-pilot-guide_en.pdf



Lessons Learned: H2020 ORD Pilot
Opt Out Reasons

42 Source: Jean-Claude Burgelman, Daniel Spichtinger. From vision to action. From open to FAIR data. OpenAIRE workshop - Legal issues in Open Research Data. April 4 2017, 
Barcelona. DG RTD European Commission. See online: https://www.slideshare.net/OpenAIRE_eu/horizon-2020-open-research-data-pilot-jeanclaude-burgelman-dg-rtd-european-
commission-8th-openaire-workshop



Lessons Learned: IPR Helpdesk

43
Source: https://www.iprhelpdesk.eu/



IPR Helpdesk: Copyright Essentials

44
Source: https://www.iprhelpdesk.eu/Fact-Sheet-Copyright-Essentials

Copyright is an intellectual property right (IPR) that grants 
authors, artists and other creators protection for their literary, 
artistic and scientific creations, generally referred to as “works”.

No matter if you are a copyright owner or a copyright user, the 
understanding of the copyright basics is crucial to any business. 
In essence, it must be borne in mind that safeguarding your 
own copyright and securing the permission of third parties 
before using copyrighted materials is not only legally required
but also a good business practice.



IPR Helpdesk: Copyright Essentials

45
Source: https://www.iprhelpdesk.eu/sites/default/files/newsdocuments/Fact-Sheet-copyright_essentials.pdf

Copyright protection is obtained automatically in the EU, as in 
any country which is a signatory to the Berne Convention. It 
arises from the moment the work is created and no registration 
or other formality is required.

The copyright system allows authors to benefit commercially 
from their work, through: Economic rights and Moral rights.



IPR Helpdesk: Copyright and other IPRs

46
Source: https://www.iprhelpdesk.eu/sites/default/files/newsdocuments/Fact-Sheet-copyright_essentials.pdf



IPR Helpdesk: Joint Ownership

47
Source: https://www.iprhelpdesk.eu/sites/default/files/newsdocuments/Fact-Sheet-IP-Joint-Ownership.pdf

Joint ownership (co-ownership) refers to a situation in which 
two or more persons have proprietary shares of an asset: they 
co-own a property. Joint ownership of IP, in particular, 
frequently arises in collaborative projects when the results have 
been jointly generated by the partners and the share of work is 
not easily ascertainable.

Conditions of use and exploitation of the jointly owned IP:

- Rights of use 
- Rights of exploitation 
- Dissemination and confidentiality



IPR Helpdesk: Joint Ownership - Sample Clauses
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Source: https://www.iprhelpdesk.eu/sites/default/files/newsdocuments/Fact-Sheet-IP-Joint-Ownership.pdf



Created in collaboration with the GDPR Coalition

EU General Data Protection Regulation:
Privacy Before, During and After Research



Questions?

drs. Marlon Domingus, CIPP/e, CIPM
DPO, Erasmus University Rotterdam

T  +31 10 4088006
E  dpo@eur.nl

Stay in touch via: https://www.linkedin.com/in/domingus/
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How to deal with Research Data

4th Taskforce GDPR Meeting, GÉANT, 
Barcelona, April 23 2018
Marlon Domingus, CIPP/e, CIPM, 

DPO Erasmus University Rotterdam



Cross Border Data Transfers

52
Source: https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en

Adequacy Decision
The European Commission decides whether a country outside the EU (a so called 'third 
country') offers an adequate level of data protection. This decision is called the 'adequacy 
decision'.

GDPR: EU and EEA
The General Data Protection Regulation (GDPR) applies in the 28 Member States of the 
EU, as well as in the three European Economic Area (EEA) countries, not in the EU: 
Norway, Iceland, and Liechtenstein. These three countries will become subject to the 
GDPR at the same time as the EU countries.

Adequate
The European Commission has so far recognised Andorra, Argentina, Canada 
(commercial organisations), Faroe Islands, Guernsey, Israel, Isle of Man, Jersey, New 
Zealand, Switzerland, Uruguay and the US (limited to the Privacy Shield framework) as 
providing *adequate protection*.

Adequacy talks are ongoing with Japan and South Korea.



Cross Border Data Transfers
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Source: http://ec.europa.eu/internal_market/imi-net/contact/index_en.htm



Privacy Awareness: Infographics

Source: EUR Research Matters website. Online:  https://www.eur.nl/researchmatters/research_data_management/services/rdm_legal_services/
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EUR Research Assessment

1. Is the research project conducted in an international partnership? 

2. Is this partnership a public-private collaboration? 

3. Is personal data or confidential data used in the research?

4. Will the research project result in information and/or products
that will become open access available, or commercially or both? 

5. Is an infrastructure required for the processing / analysis / storage of the research data 
beyond which is available at the EUR workplace? 

6. Will the data processing be a manual activity,
or is it automated and executed by scripts?

IPR, 
Applicable Law

IPR,
Valorisation

Data Protection,
Privacy

IPR,
Valorisation

Research Infra,
HPC

IPR,
Database Law
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Data Driven Research



Data Driven Research



Research Scenario 1
Pan European Public-Private H2020 Funded Consortium: Big Data Health Economics
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Marlon Domingus, June 13 2017, version 0.1



The EUR Researcher’s Guide To Mobile Security

webcam cover
privacy filter 

anti tracking & anti cookie

browser extensions:

TOS info

anti virus

document vault

encrypt disc

Marlon Domingus, Erasmus University Rotterdam
marlon.domingus@eur.nl February 2018



On De-identification
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