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New Technologies
WPA3 and Enhanced Open
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WPA3-Personal (SAE)

WHAT IT MEANS

"Weak" passwords are
less prone to to attack

One passphrase
guess per attack

UX IMPACT

None!

THE TECH

Based off a
Dragonfly key exchange

Zero knowledge proof
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WPA3-Enterprise 192-bit Mode (CNSA)

WHAT IT MEANS

EAP-TLS Only

Higher security

Not backwards compatible

EAP server certificate changes
(3072-bit+ | P-384) 

UX IMPACT

Not something an average
end-user would need to

configure 

THE TECH

192-bit encryption (Suite B)

TLS 1.2+

Restricted cipher suites

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 
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Enhanced Open

WHAT IT MEANS

Datapath encryption
by default!

Backwards compatible
with legacy open

UX IMPACT

Very little

Potential 
new indicators

THE TECH

Uses OWE
(Opportunistic Wireless Encryption)

Diffie-Hellman
Key Exchange
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OS / 
Supplicant

WPA3
Enhanced 

Open
(OWE)Personal

Personal 
with 

Password 
ID

Enterprise

Enterprise 
192-bit 
Mode 

(CNSA)
Windows 10 1903*

Android Q (10)* Q (10) Q (10) Q (10)*
macOS 10.15

iOS 13

wpa_supplicant 2.7 2.7 2.7 2.7 2.7
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iOS and macOS
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Profile Installation 
Changes in iOS
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Certificate Requirements 
(macOS 10.15)

GENERAL

2048-bit or greater private key

SHA-256+ hash

Max 825 Days (leaf)

EAP SERVER CERTIFICATE

SAN must be present

Non-EV 
(DV or OV)
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Windows 10
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MAC Randomization in Windows 10

GLOBAL

Probe MAC randomized

MAC generated per saved ESSID
Hash(MAC, secret, ESSID, connection ID)

PER-ESSID

A. Use hardware MAC address

B. Use fixed random MAC address

C. Rotate MAC address daily

*** BOTH REQUIRE HARDWARE (AND DRIVER) SUPPORT ***

SOURCE: MICROSOFT
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Android
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EAP Server Certificate Validation

EAP server identity
validation must now be configured



14

MAC Randomization in Android

Android
Q

Enabled by default

Generated when the SSID is 
Saved to the network list

Persistent for OS instance
lifetime

Manual control available
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Passpoint
Hotspot 2.0
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How does it work?

PLMN: 310410
PLMN: 310260

FQDN: harvard.edu
NAI: eduroam.org

BEACON
Hotspot 2.0

RCOI: 00-1B-C5-04-60 

ESSID

WXYZ

00-1B-C5-04-60
harvard.edu

310410
attwifi.com

00-1B-C5-04-60
310260

harvard.edu

ANQP Query

ANQP

Response

ANQP Query

RADIUS

RadSec

[BEACON]

RCOI: 00-1B-C5-04-60
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OS R1

R2

R3
OSU EAP-

TLS
EAP-
TTLS

Remediation

Windows 10

Android Q (10) Q (10) Q (10) Q (10)

macOS *

iOS *

wpa_supplicant
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Current Challenges

– Android EAP server trust

– iOS network selection behavior

– Apple's proprietary configuration format

– Windows 10 provisioning

– Privacy
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RADIUS/TLS
RadSec
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RadSec Flavors

– RADIUS over TLS
– Also referred to as RADIUS/TLS
– TCP 2083

– RADIUS over DTLS
– Also referred to as RADIUS/DTLS
– UDP 2083
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"EAP Stack" for RADIUS/TLS

TCP

IP

TLS

RADIUS

EAP
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RADIUS
RADIUS ACCOUNTING

RADIUS DYNAMIC AUTHORIZATION
TLS TUNNEL TLS TUNNEL

TCP 2083
RadSec Server

mTLS

RadSec Client Certificate RadSec Server Identity

RadSec Client

RADIUS/TLS
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Why is RADIUS/TLS so important?

PERFORMANCE SECURITY

Congestion control

No duplicate requests

Persistent session

No UDP fragmentation issues

(next few slides)
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Why is RADIUS/TLS so important?
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Why is RADIUS/TLS so important?
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Why is RADIUS/TLS so important?
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RADIUS/TLS Support

Mobility Controllers

Instant APs

Switches

ClearPass (6.8)

HiveManager*

Access Points

Catalyst 9300
(as of 16.10)

Access Points

FreeRADIUS (v3)  |  Packetfence
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Thanks!
Questions?


