, GEANT)
GEANT Perspective on DDoS Networks- Srvices People

DDoS Mitigation in the NREN Environment Workshop

GEANT Information & Infrastructure Security Team

Evangelos Spatharas

DDoS Mitigation Workshop
Vienna, November 10t 2015



INDEX

G'Z\>NT<7

® DDoS
@ Statistics

® How to Prevent
® Understand your Network
® Network Architecture - Zones
@® Modular Firewall

® How to Detect
® NetFlow Monitoring and Alerting
® NetFlow Alternatives — Log Monitoring

® How to Mitigate
® ACLs
@® RTBH
® BGP Flowspec

® The Future of BGP Flowspec
® Firewall on Demand
@ NSHaRP Fully Integration

® Q&A

November 2015

FoD

June 2015

October 2014 RTBH

May 2014
System’s Log Monitoring

NSHaRP

Chain Firewall Architecture

Patch Scanning

September 2010

February 2010

Networks - Services - People

www.geant.org



D(D)oS — Not Just in Fiction Movies

GEANT
DDoS Attacks
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DNS, NTP, SMPT and other amplification attacks..
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How to Protect Against DDoS?

Procedures, awareness etc.

GEANT border/VLAN firewalls, NetFlow & Logging K = k\
'ﬂl‘}:;»\"t\\

Main asset

Level3
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Defending GEANT

GEANT
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Defending GEANT
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Preventative Controls - Zones

EXTERNAL

Protected
External
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Preventative Controls — Deep Defence

Protected-External

VLAN 100

IP prefix, protocol & port(s), spoof, smurf etc. filtering

Transport protocol(s)/port(s) filtering

Basic Filtering

Internet,NREN,IX etc.
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Preventative Controls — Patch Scanning and Management

Number of Vulnerable Systems by 0S (Corp. Network) Tmago
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Top 15 Vulnerable systems (high & critical) this month (GEANT Network) wmese
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Number of Vulnerable System by OS Top 15 Vulnerable Systems for the current month
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(] . . . . .
Areashc; attention e Prioritize and remediate weakest ones first
[ ]
Monthly scans *  Monthly scans
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Detection
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Detective Controls — NetFlow Monitoring GEANT

& Traffic by flows

10K

Switch to: [, Show logarithmic ¥

Flows/s

Il High priority

Bl Medium priority
Low priority

Il Legitimate traffic

Traffic 5taﬁ5ticl2015-10-01 20:33 - 2015-10-11 20:35]'

' Priority Flows Average flows Bytes Average bytes Packets Average packets

1| High priority 34.9 M flows 40.416 flows/s 116.5 TiB 141.3 MiB/s 130.5 G packets 150.9 K packets/s

|| Medium priority 748.1 K flows 0.866 flows/s 335.3 GiB 406.8 KiB/s 1.9 G packets 2.2 K packets/s

=) Low priarity 134.2 M flows. 155.255 flows/s 1.7 PiB 2.1 GiB/s 1.5 T packets 1.8 M packets/s

%] Legitimate traffic 3.3G flows 3.873 K flows/s 26.8 PiB 32.5 Gib/s 3.1 T packets 36.0 M packets/s
[ ot e £ o | G Ko zmere] 37 G 7.9 W pacer

ACTB UET-T gt BTN LD LT RS B2V L)l Threats (Aggregated events) (41388)

2015-10-01 20:33 - 2015-10-11 20:23
Communication with blacklisted hosts (BLACKLIST) 31 173 events

Denial of service attack (DOS) 1 965 avents J{
Telnet anomaly (TELNET) 198 events
B Behavior anomaly (ANOMALY) 18 082 events
[ Port scanning (SCANS) 16 673 events
@ 1CMP anomaly (ICMPANOM) 544 396 events
L High volume of transferred data (HIGHTRANSF) 303 392 events
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Detective Controls — NetFlow E-mail Alerts

GEANT

Dear NREN,

We have detected a Communication with blacklisted hosts event affecting your network. All
the information pertaining to it can be found below:

#start Time: 2015-10-30 00:22:11 UTC
#Protocol: TCP

#Source IP: -110.30

#Target IPs: -.52.61

#Ports: 56118

#Evidence:

Source IP;Source port;Destination IP;Destination
ort:Protocol;Timestamp;Duration;Transferred; Packets;Flags;Source AS;Destination AS

_.110.30:80;-52.61:56118:TCP;2015—10—30

00:22:11.419:0;2840000;2000;.A. ...

If you wish to reply to this email please leave the subject unaltered so the ticket can b
updated accordingly.

If no response is received, this ticket will be automatically closed after 5 working days

Regards,

GEANT CERT

cert@oc.geant.net (PGP Key ID: 99833085 / Fingerprint: 3CBF F211 8305 635D 5839 BB27 BA6B
F34A 9983 3085)

Phone no.: +44 (0)1223 866 140

RP

NETWORK SECURITY HANDLING
AND RESPONSE PROCESS

CRITICAL o/ HIGH ./ MEDIUM ./ LOW ./ INFORMATION ./
ANOMALY HTTPDICT

Dos

RDPDICT

SSHDICT

TELMET
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1. index=nix_hosts_apache "Login failed for user*" | stats count(src_IPv4) by host | search count>
1000

Detective Controls — Login Rate Monitorin + Iptables + ...

Q New Search SaveAs~  Close
index=nix_hosts_apache host="myhost geant net" AND "Failed to authenticate from" | stats count(src_IPv4) by host | search count> 1000| Last 24 hours v Q
Job v~ A L B B Verbose Mode v
Events (5,263) Patterns Statistics (0) Visualizatien
Format Timeline v — Zoom Qut 1 hour per column
5,000 5,000
3,500 3,500
2000 2,000
———
12:00 AM 4:00 AM 8:00 AM 12:00 PM 400PM 8:00PM

2. iptables -l INPUT 5 -m limit --limit 20000/min -j LOG --log-prefix “Possible DDoS: " --log-level 7
3. Nagios plugins?
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Mitigation

Networks - Services - People

www.geant.org

14



Mitigation Controls — ACLs + RTBH + BGP Flowspec

ACLs

Doesn’t scale
Time consuming
Granular

Less coarse
Service filtering

2004

e Scalable

* Fast implementation
* No granularity

* Too coarse

e Wide support

BGP Flowspec

2009

e Scalable

* Fast implementation

e Granular

* Less coarse

* No support from older OSs
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ACLs— Chain Architecture

inp
|:|I_l§"_.lpl_lt—-|

Chain architecture

* Head - Middle - Tail
e Auditing

e Troubleshooting

* Deployment

LE_IN PROTECTED_EXTERNAL
DLE_OUT PROTECTED_EXTE

@geant. org

IMPLEMENTED
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Statistics

* 6 RTBH-ed destinations
e 2+ billions of packets blocked

Counters reset every month
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BGP Flowspec - FoD

fod.geant.net

. Firewall
IGEANT " on'Demand

What?

Mitigate DDoS attacks in seconds

Powered by BGP flowspec

How?

Help?

Developed and designed by
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FoD WEB GUI

Name

Source Address

Destination Address

Protocol(s)

Fragment Type

testFoD

0.0.0.0/0 =SB | Any
e a~

= top | | x icmp

Select source/desiination pori(s). or seleci common porifs) for both source/destination. Hold down “Conirol”. or "Command” on a Mac. to select more than one.

Src. Port(s)

Then Actions

Expires

Comments

= BO Dest. »= 8080 Port(s})
Port(s)

discard

2014-09-21

Networks - Services - People

www.geant.org

19



FoD WEB GUI

@ Dashboard

© Rules My rules

© Add Rule
U Firewall Rules
& Overview
o8 Admin 20+ records per page DEACTIVATED Search
& My profile Showing 1 to 4 of 4 entries Previous n Next
Name ¢ Match s Then ] Status ¢ Applier ¢ Expires ¢ Response $ Actions ¢
SSH_DISCARD_20150815_S2JEKT ostadar 02732 discard [ ACTIVE | fod (GEANT) 2015-08-22 Successfully committed | Edit ‘
Src Addr  0.0.0.000
Protocols  tcp
DstPorts 22
NTP_DISCARD_20150816_GEMLVL ostadar 0722 discard [ ACTIVE | fod (GEANT) 2015-08-24 Successfully committed | Edit ‘
Src Addr  0.0.0.000
Protocols  udp
DstPorts 123
RDP_DISCARD_20150819_BJFYRS DstAddr . 06/32 discard =3 fod (GEANT)  2015-08-24  Successfully committed [ ear ‘
Src Addr  0.0.0.0/0
Protocols  fcp
DstPorts 3389
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FoD — How Does it Work?
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FoD — How Do we Envision it to Work

NSHaRP
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Demo Time!

FoD Demo Time

e J
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What do YOU think?

What do YOU think?
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Q&A
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Thank you

GEANT Information & Infrastructure Security Team

Evangelos.Spatharas@geant.org

=)
GEANT
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