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When we look at all the services...
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Our institutions can get most services elsewhere!

 Qut of a total of 77 services

* We only have a monopoly on 6:
- IP Connectivity
- IPv6
- Optical Wavelengths
- DDoS Mitigation
- QoS

* The users can not get these 6 services from
other providers than us without leaving the

NREN
DeiC



By DDoS protection | mean broad coverage of a

network block — not just a proxy for a selected web

service

: — CLOUDFLARE Home Features Help Sign up

WHAT WE DO Overview CDN DNS Optimization Security SSL Analytics Apps Enterprise

Affordable advanced DDoS protection

Get in touch

Login

Plans

For business and enterprise customers Contact our team

1(888) 99 FLARE

1(888) 993 5273
Denial-of-service (DoS) attacks are on the rise and have evolved into complex and overwhelming

UK callers:
+44 (0)20 3514 6970

security challenges for organizations large and small. Although DoS attacks are not a recent
phenomenon, the methods and resources available to conduct and mask such attacks have dramatically
evolved to include distributed (DDoS) and, more recently, distributed reflector (DRDoS) attacks—attacks Singapore callers:
that simply cannot be addressed by traditional on-premise solutions. +65 3158 3954
International callers:
CloudFlare’s advanced DDoS protection, provisioned as a service at the network edge, matches the +1 (650) 319 8930
sophistication and scale of such threats, and can be used to mitigate DDoS attacks of all forms and sizes
including those that target the UDP and ICMP protocols, as well as SYN/ACK, DNS amplification and

Layer 7 attacks. This document explains the anatomy of each attack method and how the CloudFlare

network is designed to protect your web presence from such threats.

19-05-2014 Service Management
Below you will find detailed information on these attacks and how the CloudFlare network protects

Features and Plans
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Can we handle this problem as part
of general NOC operation?

* Why not just look at traffic volumes as part
of the on-going general network monitoring?

* ...and manually add filters

 Will not work because we do not have the
data at the NOC level

DeiC



A real-life DDoS attack from our network
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If we look at traffic volumes, we see nothing
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DDoS is here

Total 1.48T (In 1.27T Out 233.85G)
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We do not necessarily see DDoS attacks as
part of normal NOC operation

* The only parties who will surely see the
attack are the targets (and their users)

* We need to enable users (user
institutions) to report the attacks online
and real-time

DeiC



The commercial ISPs offer DDoS protection

bDoS Beskyttelse - Zen Systems x\. DDoS protection - Effekti.. X * DDoS Beskyttelse - Secure.. X =+
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DDoS Prote zen o

Beskyt jer mod ar

Dggnet rundt monitorere DDoS Beskyttelse ZEN SECURE
jeblikkeligt, hvis it-krim L .
el gt, - beskyt din virksomhed mod angreb » Firewall
tYenester ned » BGP - ISP In A Box
Virksomheder og institutioner verden over oplever en eksplosiv stigning i antallet og i styrken af
. . DDoS-angreb. Et DDoS-angreb forseger enten at oversvemme dit netvaerk via kolossale trafikmasngder, » DDoS Beskyttelse
Alle virksomheder med onlin at bringe enkelte dele af dit netvaerk i knae eller at udnytte svagheder og derigennem traenge ind i Radaivni
www.globalconnectdk/produkter/cloud/data-protection/ddos [a] ¢ yrket. » Radgivning
» Anti-Spam
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DDoS protection

* We need special tools to deal with this problem
* We need online, real-time reporting from the users

« Our users expect us to do it — they can not produce
it themselves — they can not get it from another
service provider

* All the commercial providers have it
 NRENSs look old-fashioned when not offering it

So: Let’s do it and do it as a community
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