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Issues
knowledge
Complicated in Time
daily business consuming

- Improvement of authentication mechanism
- Broaden the knowledge for encryption




Alternative solutions for

UserID / Password ﬁ)




Team Authentifizierung | ;

Who needs additional protection
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Personalabteilung
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Benutzerschnittstelle

BIB-System

Sperrliste/CC

gesicherter Bereich

LDAP-Proxys
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2nd Factor solutions

« OTP
— TAN List
— Hardware Token
— Software Token
— SmartCard
 Biometric
— Iris (Mobilphone)
— Fingerprint



Nutzwertanalyse z g I

Criteria:
robustness, complexity,feasibility,

acceptance, costs, installation
effort, state of the art
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OTP Tokens / TAN
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2 Factor Authentication i g I

Selection 2nd Factor

« Linux (SSH, Google Authenticator)
« Windows (Rohos)
 HISinOne (TAN lists)

Username
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Team Key management z g I

Encryption and key management

Chose approbriate
encryption solution

Create use manuals

Check recovery and
key escrow




Questionaire

need for Encryption

m E-Mail Kontakt
m USB-Sticks

m Sonstiges

B Festplatten

® Dokumente und Dateianhange




Concetp i.g '
(" Manual for

- Cloud systems

- Mobile data storage

- Disk encryption
- E-Mail certificates

- Smartphones

- deletion







Value Threat Existing Still existing Likeli-
Controls |vulnerabilities hood
/ weaknesses

access medium disclosure authorized information 2 1 Data Awareness,
logs in access, disclosure with centre guidelines for
database strong reduced handling with
passwords likelihood access logs,
separated
networks,
authorized
access, strong
passwords
access medium tampering authorized tampering with 3 2 6 Data Awareness,
logs in access, reduced centre guidelines for
database strong likelihood handling with
passwords access logs,
separated
networks,
authorizat high tampering authorized tampering 4 2 8 Data Awareness,
ion access, centre, guidelines,
groups strong HR separated
passwords networks,
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