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Background	-	2012	
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Severity		

Catastrophic	 32	 64	 96	 128	 160	

Severe	 16	 32	 48	 64	 80	

Moderate	 8	 16	 24	 32	 40	

Low	 4	 8	 12	 16	 20	

Negligible	 2	 4	 6	 8	 10	

Likelihood	 Improbable	 Remote	 Occasional	 Probable	 Frequent	

Community	workshop	–	May	2015	
Impact/effect	of	a	CSIRT		

32 10 Average 

Malware Outbreak 

Web 
Defacement 

Information 
disclosure 

IP theft 

Bandwidth 
Stolen  IP Blacklisted 

DDoS 
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SA NREN CSIRT  
 

Independent  TENET 
Embedded  

TENET and 
SANReN  

Distributed  Minimal  

Announcements  X X X X X 

Technology watch X X X X X 

Security Audits X X X 

Security Tools X X 

Alerts and warnings X X X X X 

Incident handling: 
Coordination 

X X X X X  

Incident handling: 
Support 

X X X X 

Incident handling: 
Response on site 

X 

Security consulting X X X X 

Training  X X X 

Staffing (FT / PT) 8 4 + 4 3 + 5 2 + 6 0 + 2 
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“Official”	launch	
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SANReN	CSIRT	

The	SANReN	CSIRT	is	a	proacZve,	academic	sector,	coordinaZng	
CSIRT.	We	provide	services	and	support	to	the	beneficiaries	and	
customers	of	the	South	African	NaZonal	Research	and	EducaZon	
Network	(NREN)	for	prevenZng	and	responding	to	IT	security	

incidents.	
	
Our	consZtuency	includes	the	South	African	public	universiZes,	

science	councils,	research	organisaZons	and	supporZng	
insZtuZons	(AS	2018	(TENET)	/	.ac.za	domains).	

(for now) 
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SA	NREN	CSIRT	update	
Roderick	Mooi,	SANReN,	TENET	SLARG	2017	

https://www.trusted-introducer.org/
directory/teams/sa-nren-csirt.html]. 
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SANReN	CSIRT	(cont.)	

•  Partner	engagements	
–  NREN	CSIRTs:	CESNET,	SURF,	DEIC,	Nordunet,	RESTENA,	
(DFN-CERT)	

–  Locally:	Cybersecurity	Hub;	other	sectors	(e.g.	SABRIC)		
•  We	acZvely	parZcipate	in		

–  GÉANT	SIG-ISM	(InformaZon	Security	Management)		
–  Global	NREN	CEO	Forum	InformaZon	Security	working	
group,		

–  We	have	agended	TF-CSIRT	and	FIRST	meeZngs	as	well	as	
presented	at	numerous	forums.	
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SANReN	CSIRT	Services	

•  csirt.sanren.ac.za	
•  Vulnerability	assessments	

–  21	completed	so	far	

•  Announcements	
–  Alerts	(e.g.	security	incident	noZficaZon)	
–  Advisories	
–  ArZcles	

•  Csirt-news	mailing	list	
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ScanMan	v2	
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Indian	Ocean	Rim	Associa/on	

	
The	Indian	Ocean	Rim	AssociaZon	(IORA)	is	a	dynamic	
inter-governmental	organisaZon	aimed	at	
strengthening	regional	cooperaZon	and	sustainable	
development	within	the	Indian	Ocean	region	through	
its	21	Member	States	and	7	Dialogue	Partners.	
	
Commonwealth	of	Australia,	People's	Republic	of	Bangladesh,	Union	of	
Comoros,	Republic	of	India,	Republic	of	Indonesia,	Islamic	Republic	of	Iran,	
Republic	of	Kenya,	Republic	of	Madagascar,	Malaysia,	Republic	of	Mauri/us,	
Republic	of	Mozambique,	Sultanate	of	Oman,	Republic	of	Seychelles,	
Republic	of	Singapore,	Federal	Republic	of	Somalia	,	Republic	of	South	Africa,	
DemocraZc	Socialist	Republic	of	Sri	Lanka,	United	Republic	of	Tanzania,	
Kingdom	of	Thailand,	United	Arab	Emirates	and	Republic	of	Yemen.	
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IORA	Indian	Ocean	Dialogue	
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IORA	IOD:	9-10	Oct	2017	

Our	Department	of	Science	and	Technology	requested	SANReN	
to	parZcipate.	The	SANReN	CSIRT	represented	the	South	African	
conZngent	in	the	cyber	security	track.	The	academic	and	not-for-
profit	status	of	SANReN	provided	for	a	fresh	perspecZve	in	
mulZ-naZonal	cybersecurity	collaboraZon	to	the	IORA	Dialogue.	
	
The	Abu	Dhabi	Consensus	acknowledged	that	cybersecurity	is	a	
real	and	relevant	risk,	and	that	models	for	cooperaZon	should	
be	placed	on	a	high	priority.	Schalk	Peach	parZcipated	in	the	
discussion	regarding	the	establishment	of	an	IORA	CERT,	with	
the	input	that	a	distributed	model	centred	around	establishing	
formal	agreements	would	be	more	suitable.	
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Where	to	from	here?	

•  Follow-up	consZtuency	workshop	
•  TF-CSIRT	AccreditaZon,	FIRST	membership	

– Mainly	need	policies	and	procedures	

•  “Community	of	pracZce”	forum	coordinaZon	
• More	resources,	skills,	services	

–  Processing	and	integraZon	of	threat	intel	/	data	feeds	(e.g.	
ShadowServer	reports)	

–  SIEM	development	–	nellow,	sensors,	IDS?	
•  ISM	
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Informa/on	Security	Management	

•  Roles	and	ResponsibiliZes	
•  Resources	
•  CriZcal	assets	
•  Risk	inventory	
•  Standards	and	frameworks	
•  Guiding	policies	
•  Baselines	
•  Awareness	
•  Incident	response	
•  Training	

Ref:	
White	paper	InformaZon	Security	Management	
November	2015,	Géant	SIG	ISM	
Author:	Alf	Moens	

What	the	developed	NRENs	are	doing…	
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Thanks!	
	

roderick@sanren.ac.za	

csirt.sanren.ac.za	


