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Where	it	began…	

•  Annual	CHPC	conference	student	cluster	
compe>>on	–	building	mini-HPC	clusters	–	
came	1st	every	year	bar	one	since	2013	

•  SANReN	track	@	2017	conference	>	can	we	do	
something	similar?	

•  How	about	a	“hot	&	sexy”	infosec	contest?	
•  A	dream	since	2009…	

SANReN	CSC	2017,	6th	SIG-ISM	Workshop	
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Objec5ve	

•  To	provide	a	safe	environment	for	informa>on	
security	enthusiasts	to	test	their	skills	

•  Test	both	offensive	and	defensive	skills	
•  Validate	understanding	of	core	informa>on	
security	concepts	

•  A]ract	interest	and	funding	
•  Human	capacity	development	–	iden>fy	talent	

SANReN	CSC	2017,	6th	SIG-ISM	Workshop	
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Prepara5on	

•  Research…	
•  EU	Cyber	Security	Challenge	
•  Reach	out	to	other	NRENs?	

SANReN	CSC	2017,	6th	SIG-ISM	Workshop	
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“Every team had their own server with 
certain vulnerabilities placed by the 
Hacking-Lab staff. On the one hand 

everyone had to defend their own server 
and services against attacks from the 

opposing teams and on the other hand the 
teams had to patch vulnerabilities, 
decipher hidden messages and solve 

difficult hacking challenges.”



Samples	

		



National Competitions
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TNC	17	
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Roderick Mooi – CSIRT Manager 
Schalk Peach – Senior Analyst 
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Prepara5on	

•  Research	
•  EU	Cyber	Security	Challenge	
•  Reach	out	to	other	NRENs	
•  Hacking	Lab	=	Partner!	J	

SANReN	CSC	2017,	6th	SIG-ISM	Workshop	
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Skills	tested	

•  Reverse	Engineering	
•  Web	Security	
•  Network	Security	
•  Forensics	
•  Crypto	
•  Mobile	Security	
•  Penetra>on	Tes>ng	
•  Windows	and	Linux	Support	
•  Password	hash	cracking	
•  Secure	code	development	

SANReN	CSC	2017,	TF-CSIRT	Mee>ng	
05	Feb	2018,	csc@sanren.ac.za	
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Challenge	Setup	

•  Preliminary	Challenges:	
–  108	preliminary	candidates,		
–  29	teams	
–  12		South	African	Universi>es.	

•  Final	round	
–  32	Final	round	compe>tors,	top	8	teams	from	preliminary	round.	
–  4	Day	event,	ran	for	24	hours	a	day.	

•  Challenges	
–  Hacking	Lab	Challenges	
–  Password	Cracking	
–  Off-line	Puzzle	based	challenges	
–  Social	Engineering	
–  Pwn	the	system	

SANReN	CSC	2017,	TF-CSIRT	Mee>ng	
05	Feb	2018,	csc@sanren.ac.za	
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Challenges	we	contributed	

•  Hash	challenge	infrastructure	provided	by	Prof.	Barry	Irwin.	
The	system	works	by	providing	the	tool	with	a	seed	file	of	
poten>al	passwords.	The	system	generates	hashes	using	
these	hashes.	11	types	of	hashes	currently	supported	(bcrypt,	
descrypt,	md5,	md5_flip_sha_256,	md5_salt,	mysql41,	
nthash,	pbkdf2_sha_256,	sha1,	sha_256,	sha_256_salt).	The	
Password	hash	system	has	its	own	scoring	system	built	in.	
bonus	points	are	rewarded	for	being	the	first	to	solve	a	
par>cular	hash	or	being	the	only	team	to	solve	the	hash.	

SANReN	CSC	2017,	TF-CSIRT	Mee>ng	
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Hacking-Lab	challenges	

•  The	majority	of	the	challenges	we	requested	from	them	were	
file	based	or	stand	alone	to	reduce	network	usage,	but	they	
do	offer	full	network	range	challenges,	with	various	virtual	
infrastructure	components.	

SANReN	CSC	2017,	TF-CSIRT	Mee>ng	
05	Feb	2018,	csc@sanren.ac.za	
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+	To	Hacking-Lab	

•  Basic	Java	file	reverse	engineering	and	decompiling	
•  Mobile	security	challenges,	breaking	mobile	device	pin	

numbers,	reversing	Android	APKs,	Security	assessment	of	
poten>al	malicious	Android	applica>ons	

•  RSA	Key	reconstruc>on.	Reproducing	a	private	RSA	key,	when	
given	only	a	par>al	private	key	(first	70	characters)	and	the	
public	key.	

•  PDF	file	reconstruc>on	to	uncover	hidden	documents	within	
PDF	data	structures.	
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CTFd	(backup	system)	
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And	the	winners	
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What’s	next?	

•  Training	and	bootcamps	
•  Sending	2018	winning	team	to	compete	in	European	Cyber	

Security	Challenge	(ECSC)	2019	
•  (sponsorships	needed).	

SANReN	CSC	2017,	TF-CSIRT	Mee>ng	
05	Feb	2018,	csc@sanren.ac.za	
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Thanks!	

Join	us?	

SANReN	CSC	Team	

cybersecuritychallenge.ac.za/	

csirt.sanren.ac.za 
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CREDITS	

•  h]p://www.europeancybersecuritychallenge.eu/	
•  h]ps://www.hacking-lab-ct.com/	
•  h]ps://www.hacking-lab.com/	
•  h]ps://www.youtube.com/watch?>me_con>nue=13&v=8M22pzybVbo	
								(European	Cyber	Security	Challenge	2016	CTF	Infrastructure	by	Hacking	Lab)	

•  h]p://www.europeancybersecuritychallenge.eu/2015/ECSC_2015_challenge_overview.pdf	

•  h]ps://www.swisscyberstorm.com/challenges/	
•  h]p://www.cybersecuritychallenge.ro/	
•  h]ps://cybersecurity.li/	
•  h]ps://cybercamp.es/	
•  h]p://www.verbotengut.at/	
•  h]ps://www.zerodays.ie/	
•  h]ps://cybersecurity.li/ecsc-2016-duesseldorf/	
•  h]ps://www.cscg.de/	
•  h]p://cybersecuritychallenge.org.uk/	
•  h]p://virtuaal.kehtnamtk.tk/	
•  h]p://ecsc.gr/	
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