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Introduction (\AARC

o DARIAH AAl allows ~4-5k researchers in arts & humanities access to ~ 20 production services
o DARIAH AAI “V1” has been in production for around 5 years
o Authentication through eduGAIN or homeless IDP
o AARC pilot with two goals (DARIAH’s PoV):
d  Make DARIAH AAI BPA-compliant
d Add a SP/IDP proxy and migrate existing SPs
d  Pilot interoperability with EGI
d VM dashboard integration with group memberships managed by DARIAH

o Work on EGI side mainly focussed on dynamic provisioning of DARIAH users in EGI

(AA RC https://aarc-project.eu



Introduction cont’d (\AARC

o DARIAH SP/IDP proxy in production since mid 2018
o Successfully moved all existing DARIAH services to the proxy
o Held a workshop in January (in Tubingen) to assist new SP operators to connect to the proxy
a Interoperability with EGI is done as PoC (connected to Check-In development)
o Remaining tasks in AARC2
d  Connect to VM dashboard once EGI COManage plugins are available in production

(4  Evaluate policy enhancements (AUP alignment to avoid double AUP acceptance)

(AA RC https://aarc-project.eu



Some more details

AARC

a  Proxy SPis in eduGAIN

a  Proxy IdP not

a  Currently only SAML

a  Central tasks at the proxy
[  Allow users to login through their home organisation
O Query community attributes, groups, accepted AUP...
A  Check AUP and service-specific terms of use

a  Tasks at account and group membership management
[  Registration of new accounts

d  Apply for group memberships
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AARC

Short demo
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https://aai-dev.egi.eu/registry/
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DARIAH community at EGI Check-In AARC
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AARC

Discovery within DARIAH community
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Login at DARIAH homeless IDP AARC
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® Request an Account to bookmark the page of the service you would like to use
» Edit your User Data instead. Your login might fail otherwise. Y
» Forgot your Password? DARIAH EGI
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Attribute aggregation etc. at the proxy
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... back to EGI Check-In

~

AARC

[} 2019-02-11-FIM4R-DAR' x | [ Check-in|Consentabout x | [3 Twodifferentwaystoma’ x | +
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Check-in

EGI User Account Registry (DEVEL) requires that the information below is transferred

Surname Hibner
Given name David
Display name David Hiibner
Mail david.huebner@daasi.de

Affiliation at home member@dariah.eu
organization

Entitlement regarding the ®
service

Identity assurance profile https://aai.egi.eu/LoA#Low

Uniq non-r i bl 858ecd67c5c46alb8af8dle32217d6993a7ch0735a6bab55b19a
persistent, pseudonymous 2b9399cc9f05@egi.eu
user ID
Remember

YES, CONTINUE NO, CANCEL

S A gr - Terms  Pr

Fsaml2%2Fidp%2FSSOSe!

DARIAH
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A A
authentication
— with home IdP
- or DARIAH IdP
A 4
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DARIAH ¢-- 2 DARIAH
group register new SP-1dP proxy
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management

urn:mace:egi.eu:group:fedcloud.egi;eu:role=member#aaiproxy.de.dariah.eu
urn:mace:egi.eu:group:fedcloud.egi.eu:role=vm_operator#aaiproxy.de.dariah.eu

v v
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We use cookies to identify you, thereby enabling us to grant you access to the services and resources provided by the Infrastructure, and also to improve your experience on our site. To find out more, read our updated privacy policy and cookie policy.
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RCauth plugin AARC

Associate subject DN of certificate issued by RCauth to user profile

& C ® & https://snf-820898.vm.okeanos.grnet e @ ¢ | Q search In @ »

Q sa "\ ¥ Nicolas Liampotis -

EGI User Community i

L
a People " e EGI User Community > Organisational Identity Sources > RCAuth Sources > Configure

*RCauth DN linking plugin for Comanage Eye < Edit RCAUTH Organizational Identity
. N Email Lists source
* Implemented as COmanage Organisational

E Jobs RCAUTH Redirect URI https://snf-820898.vm.okeanos.grnet.gr/registry/rcauth_source/rcau

I d e ntity SO u rce ‘\ Configuration ClientID *

Client ID obtained from registering Myproxy:0admp,2012:/client_id/1f6f65497fe73ceb7bc2c49fa16ecalb

[ ] Integrated aS an OIDC Client to the ﬂ*: Collaborations with the RCAUTH Public ID

Client Secret *

Client Secret obtained from
MasterPortal b , s

registering with the RCAUTH Public

§ o}

DN Issuer *

/O=EGI/OU=AAI-Pilot/CN=EGI Simple Demo CA
The issuer of the DN certificate

* denotes required field

Copyright ® 2015-2018 EGLeu | Powere d by } COman age.
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Filling in the missing pieces

RCauth plugin

ARC

O EGI Account Registry (DEVEL- X

«€)>C 0 @ & https://snf-820898.vm.okeanos.grn: - | | Q search In @ »
v seny <
2 people Home > 51 User Communiy»Selet EnvllmentFlow
Groups < Enroliment Flows
4 eraiuss ame e

B o

i it eo)
X, conpiesaen

= Colaborations JoinTest WLCG Communty
Join Training Community
Link New Identity

RCAUh DN linking
Self.service Sign Up

Self Signup w/o Approval

SignUp

2 EGI1 Consent about re

ISR

Engisn o

e X

© @ nhttps://aai-dev.egi.eu/proxy/modu B | | Q search no» =

o "

Check-in
EGI CA Pilot test Delegation Service requires that the information below is

transferred.

Surname  Liampotis
Givenname  Nicolas
Display name  Nicolas Liampotis
Mail  nliam@grnet.gr

Identity assurance  https:/aai.egi.eu/LoA#Low
profile

Unique, non-

Remember

NTINUE WCEL

Copyright © 2016:2018 | Checkin is an EGI service provided
by GRNET, co-funded by th n (EGLeu) and EGI

i Foundatio

EGI/RCauth test Online CA x

€©)>C o B e O || Q search i @ »

@ @ https://ca-pilot.aal.egi.eu/oa

o . EGI / RCauth test Online CA
EGI/RCauth.eu test Online CA consent page

The Master Portal below is requesting access to your personal information and to act on your behalf.

1 you approve, please accept, otherwise, cancel.

Details on which attributes are released, why, to whom, and how they are processed can be obtained from EGL.

8 Remember

Yes, continue  No, cancel

Master Portal Information:

Name: EGI MasterPortal (Demo CA)

Description:

URL: hitps://masterportal-pilot. aal.egi.eu/mp-oa2-client

Information that will be sent o the Master Portal:

sub: 2669001

idp : //aai-dev.eg, h
edupersonTargetedrp ;  NPS:/aak-dav. el sulproxy/samiz

cert_subject_dn : CN=Nicolas Liampotis Lz-,0=EGI Foundati 2
idp_display_name :  EGI Foundation

name : Nicolas Liampotis

© ab6900L

M EGI Account Registry (DEVEL-* X

€)>C @ @ https://snf-820898vm.okeanos.grnet  +++ @ 7| | Q search N @ »

Nicolas Liampotis

People Home > EG1 User Community > Petions > View Petton

< H ' H Enrollment
— View CO Petition for Nicolas
. " Flow
emaiLsts Liampotis
surt
(= & CO Petition &
s  seetorg
A Conguraton 2 =3 dentty
- ErvolmentFiow  RCAWRDN nking
A= Collaborations i select Eérson)
petioner Nicols ampots e
ettioner
i Attributes.
[foproter . Finalize
L . Provision
Created ‘Tue Jul 17 10:55:06 2018 Europe/Helsinki
Modified Tue Jul 17 10:56:12 2018 Europe/Helsinki
8 Attached Identities
coverson Niolas iampots
€O Person Role

Organisational Identity

Organisational Identity

AARC  https://aarc-project.eu



VOMS Provisioning: VOMS plugin

-

AARC

VOMS provisioning plugin
for COmanage
* Implemented as
COmanage Provisioning
plugin
* Requires VOMS-admin
access to VOMS servers

* Evaluates(if required)
the registrattion
periodically

&« c ® & https://snf-820898.vm.okeanos.grnet e @ | | Q search mw eam » =
‘ L\Jl1 wOClI \-Ull"llul"L‘y =11
& People ¢

Home > EGI User Community > Provisioning Targets

= crois < Provisioning Targets T i
Email Lists

dd isioni -
© Add Provisioning Target 3§ &« > C o @ & https://snf-820898.vm.okeanos.grnet e @ 7| | Q search @ » =

. e S i e

Q s4 /‘\ ¥ Nicolas Liampotis av

i Automatic # Edit
.\ Configuration voms test VomsProvisioner 4 . ”
lode # Reprovisi( e
A ' EGI User Community esi
'ﬁ*: Collaborations |
EGI Check-in v —— . + Edit | o .
lapProvisioner isables o <
LDAP P # Reprovisig = People o
1

I - < Edit VOMs Provisioner Target

Email Lists 0 The VOMs web services server must be available and the co person should be enrolled through
RCAUTH plugin before save.
B jobs
Base server URL *

\ Configuration voms2.hellasgrid.gr

URL for host (https://hostname( :port ])

R Collaborations S e

Narme of the virtual ization to be used ide with checkin-integration
the host name for the url construction

Entity Type *
Entity Type that will trigger the provisioning for VOMs _cou <]
subscription or removal

* denotes required field

Copyright ® 2015-2018 EGlL.eu | Powered by

—

Copyright ® 2015-2018 EGLeu | Powered by 1'_} COma nage.
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User Profile

EGI User Community

& People
- Groups

&] Departments

Email Lists
E Jobs

‘ Configuration
* Platform

5
R Collaborations

Home > EGI User Community > My Population > Nikolaos Evangelou

< Edit Nikolaos Evangelou
B Name

Nikolaos Evangelou (RCauth.eu CA (EGI pilot), Alternate)

Nikolaos Evangelou (Primary, Official)

& Identifiers

bf009c87¢b04f0a69fb2cc98767147e5b7408bedaef07b70ef33ef777318e610@egi.eu (ePUID)

nevangelou (UID)

B Email Addresses

nikosev@admin.grnet.gr (Official, Unverified)

Certificates

CN=Nikolaos Evangelou 91d7bO0uYHKen72B,0=EGI Foundation,0U=AAI-Pilot,0=EGI (X.509;

B Virtual Organizations (VOs)

vo.dariah.eu (VO)

checkin-integration (VO)

& URLs

& Groups
testgroup Member
testgroup Member
CO:COU:service-integration.aai.egi.eu:members:active
CO:COU:service-integration.aai.egi.eu:members:all
CO:COU:service-integration.aai.egi.eu:admins Group Member and Owner

CO:COU:checkin-integration:members:all

© Add
2 View
# Edit
© Add
¢ Edit =€) Delete
¢ Edit € Delete
© Add

# Edit  © Delete

& View

2 View

2 View

© Add

© Manage Group Memberships
@ Delete

© Delete

€3 Delete

M View History

M@ View Job History

# Provisioned Services

¢ Review Terms and Conditions
= Notifications

@ CO Petitions

@ Autogenerate Identifiers

@ Expunge

Q_ CO Person Filter

Given Name
Family Name
Identifier

Status (select...)

COU (select...)

Ioannis Igoumenos

{AARC
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Thank you
Any Questions?

david.huebner@daasi.de

‘AARC

https://aarc-project.eu
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