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Abstract 
With a wide range of identity assurance frameworks to choose from, the most appropriate choice of assurance 
profile for a use case (one that meets both the risk assessment and the social and community context in which 
the assurance is needed) may be viewed as confusing. The choice of Cappuccino or Espresso from the REFEDS 
Assurance Framework, Assam from the AARC social media assurance, Birch and Dogwood from the 
Interoperable Global Trust Federation, Silver and Bronze from InCommon, and Levels 1 through 4 from both 
Kantara and NIST SP800-63 – all of these merit a policy mapping and comparison framework. In this whitepaper, 
we identify the implicit trust assumptions (in research and collaboration frameworks, the R&E identity federations, 
general private sector frameworks and e-government schemes) and present a way of comparing these 
frameworks. 
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Identity Proofing, Primary Credential Usage, Primary Credential Management, and Assertion 
Presentation). NIST SP800-63rev3 achieves the same with a broader set of components, 
and the REFEDS RAF framework follows the same model.  

The separation of assurance into individual components, distinct from organisational context, 
has been taken to its ultimate conclusion in a framework such as REFEDS RAF, where 
technology choices within the R&E federations, in particular the use of SAML2, lead to 
completely separating off the authentication assurance from all other assurance components 
(“The assurance of authentication is not covered by this specification”) [RAF], instead opting 
to place these in independent specifications (“REFEDS SFA” and “MFA”). As such, the 
REFEDS RAF reflects specific community choices to enable trust in the “assertions made by 
the Identity Providers and their back-end Credential Service Providers”. The assurance 
profiles that group appropriate elements together are then provided to serve relying parties 
(RPs) seeking for simplicity (although these profiles do not extend to the authentication 
assurance elements that had been separated out). 

The Assurance Profiles of the Interoperable Global Trust Federation [IGTF] are not formally 
separated into distinct components. Instead, they present a more direct reflection of the risk 
management model and assurance use cases of the stakeholders in the research and 
collaboration e-Infrastructures, in particular driven by the global consortia of RPs more than 
by identity providers. The result is twofold: a focus on matching the risk profile(s) of the RPs, 
addressing those elements of assurance that must be taken care of by the identity providers 
(the push coming here from the RPs to which identity providers have to comply); and on 
exclusively using profiles to express assurance (putting the onus on the identity provider to 
construct self-consistent bundles of assurance components as a prerequisite for 
participation).  

 

Both REFEDS RAF and the IGTF profit from their implicit organisational background and the 
evolutionary development of trust within their constituencies. Both arise from communities 
whose (human) core of trust providers and assessors is relatively small (75-125 people 
each, i.e., well below Dunbar’s number), and both have evolved gradually from within a 
constituency where organisational and managerial controls have been externally provided 
(e.g. through joint endeavours with a level of semi-hierarchical coordination in the case of 
REFEDS, and in a context of global research and infrastructure consortia bound together 
through agreements broader than identity management in the case of the IGTF).  

In addition, because of its direct engagement with the majority of its credential service 
providers and their internal coherency, the IGTF can leverage the peer-review methodology 
to facilitate compliance assessments. The assurance assessment process [IGTF-SA, 
GFD.169] and its peer-review and scrutiny process, providing transparency towards RPs, 
are adequate safeguards within the RP risk envelope.  

Both REFEDS and IGTF also benefit both from being frameworks targeted mainly at public 
sector participants. Many assumptions underlie ‘being a public sector body’, including 
matters related to liability or insurance (for example, it is more common to have the ability to 
be self-insured), and for bodies to self-accommodate residual risk coming from third-party 
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standpoint. The IGTF profiles, and the infrastructure interoperability profiles of AARC-G021, 
for meeting the risk profile of (global) research and collaboration Infrastructures. 

The Kantara IAF1420 is by far the most comprehensive of schemes, extending NIST SP800-
63 to both a more multinational character and broader domain of applicability, and as such 
provides the best basis for performing a ‘gap analysis’ looking for the ‘lost breadcrumbs’ in 
other frameworks. A scheme like eIDAS, focussing on a subset of countries (EU only) and a 
more restricted domain (e-government applications and citizen interaction) falls somewhere 
in between.  

 

Regardless of the approach chosen, the assurance ‘landscape’ is now dotted with many 
frameworks, and those presented with this rather wide range of options are often daunted by 
the choice facing them. Within the scope of research and collaboration, the continued 
preference is for concise frameworks that focus on simplicity, since in the majority of cases 
that facilitates wide adoption, and the risk incurred by relying on implicit trust and 
assumptions is minor. Yet it is important to realise that the resulting trust, whilst acceptable 
within a ‘non-profit’, public sector academic and research environment, is circumscribed by 
the limits of its constituency, and should not be applied outside of that domain without a full 
understanding of the risks incurred. 

As a basis for the assurance profile comparison presented here, we selected the identity 
proofing elements of the REFEDS RAF profiles. The reasons for choosing RAF are its 
concise representation, and the use of the assurance ‘vectors’: ID uniqueness, ID proofing 
and vetting, and attribute freshness.  

The comparison with the IGTF Authentication Assurance readily indicates that for research 
and collaboration infrastructures the basic RAF framework is not sufficient, as elements 
regarding operational security and credential management are lacking. We have thus 
discretionarily recombined the RAF profiles “Cappuccino” and “Espresso” with the most 
appropriate authentication assurance profiles, REFEDS SFA and MFA, respectively. 

Still, the elements on site security, assessment (“audit”), and transparency that feature 
prominently in the IGTF framework (and are emphasises via different mechanisms in 
Kantara IAF1420 and eIDAS) are absent from the REFEDS RAF framework. This reflects 
the context of REFEDS RAF (it is to be used primarily within the context of the eduGAIN 
R&E federation service) and the current lack of transparency down to the credential service 
provider level within R&E federations. Yet this does not mean that RAF would be 
inappropriate to serve as the basis for the assurance model comparison – it only indicates 
that RAF, more than the other frameworks, has to be considered within its proper and more 
elaborate ecosystem. 

More generalised comparisons and a gap analysis of assurance frameworks (potentially 
including visualisations and interactive tools to facilitate a comparison) are more properly left 
to a future investigation.  
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4.2. IGTF Levels of Authentication Assurance 
The Interoperable Global Trust Federation (https://www.igtf.net/ ) publishes an assurance 
framework specifying requirements for 4 assurance levels: ASPEN, BIRCH, CEDAR and 
DOGWOOD. The IGTF website introduces these profiles as describing - 

“… a technology-agnostic 
assurance level that 
represent the IGTF 
consensus on achievable 
trustworthy authentication 
seen from both the relying 
party point of view as well 
as being a feasible level for 
identity service providers to 
achieve for a variety of 
scenarios.” 

In the diagram below, each of the 
4 profiles is associated, by the 
vertical dashed-lines with a set of 
requirements under the given 
headings, taken from the 
framework text. At the lower end of 
the dashed lines the corresponding 
4 PKI Implementation Names are 
given – 

“… In terms of a single 
linear scale, relying parties 
have often considered 
authorities compliant with 
ASPEN (PKI 
implementation: SLCS), 
BIRCH (PKI 
implementation: MICS), or 
CEDAR (PKI 
implementation: Classic 
Secured) to be similar in 
terms of assurance level, 
and authorities compliant 
with DOGWOOD (PKI 
implementation: IOTA) to 
be different. In this 
document, several aspects 
are separated and relying 
parties may find more fine-
grained controls.” 

IOTAClassicMICSSLCS

M
akes statem

ents o
n  …

…
…
…
…
…
…
…
…
…
…
…
…
…
…
…
…
…
…
…
..

DOGWOODCEDARBIRCHASPEN

Id
e
n
ti
ty
 r
eq

u
ir
e
m
e
n
ts

O
p
er
a
ti
o
n
al
 r
e
q
u
ir
em

en
ts

Figure 4-5 IGTF Levels of authentication assurance 
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4.3. REFEDS Assurance Framework 
As discussed in the preceding chapters, the 
REFEDS Assurance Framework adopts a 
different approach to assurance specification, 
and this is reflected in the resulting diagram 
(Error! Reference source not found.). Three 
component attibutes of identifier uniqueness, 
id-proofing and attribute quality and freshness 
are combined with an external specification for 
authentication strength (REFEDS 
Authentication Profile being one of 
https://refeds.org/profile/sfa or 
https://refeds.org/profile/mfa).  

In order to “serve the RPs seeking for 
simplicity” (as stated in section 4 of the 
REFEDS Assurance Framework Wiki page1), 
these components can be combined to form 
named profiles Cappuccino and Espresso.  

The RAF specification, in itself, makes no 
statements to requirements which must be 
fulfilled for Id-proofing ‘levels’ – Low, Medium 
and High. Rather, the specification explicitly 
references relevant component sections in the 
IGTF, eIDAS and Kantara frameworks. This 
relationship is shown in Figure 5-1. 

 

4.4. Kantara Identity 
Assurance Framework 

The diagram of the Kantara Identity Assurance 
Framework (shown below in figure 4-8) 
represents just one part – the Operational 
Service Assessment Criteria (KIAF-1420) – of 
the Kantara Initiative’s 
(https://kantarainitiative.org) comprehensive 
Identity Assurance Framework. Detailed 
specifications governing assessment and 
assessor qualifications for other, substantial 
elements. 

                                                 
1 https://wiki.refeds.org/display/ASS/REFEDS+Assurance+Framework+ver+1.0) 

Low Medium High

Single factor Multi factor

EspressoCappuccino

single natural person

 eduPerson ‐ eduPersonUniqueId
 OASIS SAML ‐ persistent name id
 OASIS SIA ‐ subject‐id or pairwise‐id

 OIDC ‐ sub (type: public or pairwise)

 eduPerson ‐ eduPersonPrincipalName 

CSP can contact

identifier never reassigned

no‐reassign reassign‐1y

1 month 1 day

Figure 4-6 REFEDS assurance framework 
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The diagram Figure 4-7 shows how the four defined Kantara assurance levels (labelled 1 
to 4) are specified. 
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Figure 4-7: Kantara Assurance framework 

Kantara Identity Assurance Framework:  ‐  KIAF‐1420 (OP‐SAC)
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4.5. eIDAS assurance framework 
Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 
on electronic identification and trust services for electronic transactions in the internal market 
(http://data.europa.eu/eli/reg/2014/910/oj), requires (Art 8.3) that “minimum technical 
specifications, standards and procedures with reference to which assurance levels low, 
substantial and high are specified”. These technical specifications are defined in Regulation 
2015/1502 (https://eur-lex.europa.eu/eli/reg_impl/2015/1502/oj) and this has been used to 
generate the diagram below. 

 

Figure 4-8: eIDAS assurance framework 
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The RAF framework thus provides an explicit ‘equivalence’ between the Id-proofing 
requirements of the 3 profiles, as shown in the diagram, and at least as far as the RAF 
authors’ analysis. This is a single component of what can be seen is a much larger, complex 
landscape. As mentioned above more generalised comparison and gap analysis must be left 
for future investigation. 
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