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Agenda

» Physical: Topology , perfSONAR MP Installations

» Usage Priorities

» Measurements implemented (currently)

» Add-Ons (Alarming, Analysis)

> Further work...
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Measurement Station
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Measurement Station
connections

ms-gar1, ms-dui1, ms-ham2, ms-lap1
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System Operations

» Operating System (OS): Debian
» OS and Hardware Maintenance : Server Team
» perfSONAR Maintenance and Operation : PMV Team




Goals, Usage




perfSONAR Usage Goals

1) Support on Permanent Backbone Performance & Healthiness Verification

> 8 Measurement Stations (MS) - currently
> Full mesh of measurement paths

> IP Layer
> Permanent flow of low packet rate measurement traffic (background measurements)
> Detection of routing anomalies <- One-Way-Delay measurent, high accuracy using GPS synchronisation on each MS
> Detection of short path interrupts on millisecons scale (50ms granularity) <- Loss measurement: Packet rates 20 pkts/s

> Support analysis on used IP Paths : Traceroute measurements

> TCP Layer

> regular TCP throughput Measurements between 10GE connected MS interfaces

current setup: Duration 20 seconds, Interval: 6 hours -> Detect hidden problems visible only at high data rates.

A4

Providing means of On-Demand-Measurements (pscheduler tasks) on each MS and a

Central Measurement Control Station
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perfSONAR Usage Goals

2) Support on X-WiN backbone access topology
> Performance Verification
> Performance Troubleshooting on Demand

3) Support of end-to-End Performance Troubleshooting in case X-WiN connected user is involved

4) Support of networked projects Performance Troubleshooting if applicable

perfSONAR workshop
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Goal 1) reached:
X-WiN Supercore Dashboard

LasI page reiesn ume: Juni u4, ZU1y 15:49:35 NACNIT. MIIEIEUropaIscne Sommerzei

____ X-WiN Dashboard

X-WiN - Core - Latency

Il One-way Delay s <= 10ms | One-way Delayis > 10ms [l One-way Delay is >= 15ms [l Unable to find test data [l Check has not run yet > Da S h boa rd ( m a d d a S h )

@Na problems found in grid
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» Packet Loss

X-WiN - Core - Throughput
B Throughput >= 0.9Gbps Throughput < 0.9Gbps [l Throughput <= 0.5Gbps [l Unable to find test data [l Check has not run yet

@Na problems found in grid

» TCP Througput

More information on MaDDash available here




Usage of MA API: -> Integration of perfSONAR
into DFN-NOC Error detec

» Integration of perfSONAR
measurements into DFN-

stoy@pscs2:~$ /home/dfn-noc/perfsonarAlarmSystem/bin/getpsdata.pl -s
188.1.222.26 -d 188.1.222.10 —t 1

===== 188.1.222.26 -> 188.1.222.10 : Base Data (Histogramm after 1lmin) NOC failure hand“ng

Time: 2019-06-05T06:10:16 )
8.84ms: 2 procedures using the
8.85ms: 4
8.86ms: 8 perfSONAR MA API
8.87ms: 9 . .
8.88ms: 12 » Own Grown simple reading
8.89ms: 67 |
8.90ms: 175 tOO
8.91ms: 234 .
S oot 22 » Example: Output on on
§.93ms: 6 measurement path on the
8.94ms: 2
8.95ms: 2 last 1 minute
9.0lms: 1
9.03ms: 1 src = HAM , dst = GAR

========= 188.1.222.26 -> 188.1.222.10 : Histogramm Statistics

2019-06-05T06:10:16 : 8.84 : 8.90 : 9.03 : 0.00022



Add-Ons : Alarming
System

¥ ArtikelUbersicht - 4 Beitrag/Beitrage

on Metrics -> Ticketing

|
!

% | WA ve = | von BETREFF eRsTELLT > Own Grown Alarming System feeding
1 Kunde — E-Mail extern (AL dfn-noc@pscs2.in.dfn.de psAlarm#201906040003 New... 04.06.2019 08:24
2 Kunde — E-Mail extern L din-noc@pscs2.in.dfn.de  psAlarm#201906040003 Upd... 04.06.2019 08:25 Ticketing System (OTRS)
3 Kunde — E-Mail extern L  dfn-noc@pscs2.in.dfn.de PpsAlarm#201906040003 Upd... 04.06.2019 09:42
a Kunde — E-Mail extern L1  dfn-noc@pscs2.in.dfn.de psAlarm#201906040003 Clea... 04.06.2019 09:43 > Definition of expe cted OWD values on
w Artikel #2 — psAlarm#201906040003 Updated OWD Events, 8 Messstrecken eac h M easuremen t Pa t h :
ETCRO RN OK-Corridor: [OWDmin , OWDmax]
Unformatierte Ansicht Drucken Teilen Umleiten Weiterleiten - Antworten -

Vor: dfn-noc@pscs2.in.dfn.de (DFN-NOC Systemuser)
A% perfsonar-alarm@noc.dfn.de

Betells psAlarm#201906040003 Updated OWD Events, 8 Messstrecken

Alarme auf 8 Messstrecken:

NEW DUI->LAP OK-Korridor=[ 6.10 : Messung={[ 6

-33 @

NEW FRA->DUI OK-Korridor=[ 2.10 :
Graph: *
UPDATE

Messung=[ 2.36

Graph: ! E £

UPDATE 6.70 ];0 Messung=[ 6.38
Graph: 1 > raphs/?source=18
UPDATE Messung=[ 6.

Graph: ht
UPDATE
Graph: !

Legende:
sSignal
Von->Nach
OK-Korridor=[ minwWert : maxWert ];Anzahl nicht OK
Messung=[ minWert : maxWert ];Anzahl nicht OK
Granh TIRT.
ps:/ gs.dfn i i gentTicketZoom;TicketID=728600#

> Event (for instance link break) leads to
lots of Alarmed measurement Pathes

> Automated aggregation into One OTRS
Ticket based on Start and End Time

> Only changed States on a Path
generate new Ticket entry.

> Implementation on Loss Metric under
construction.




Under construction...

» Measurement Metric extensions: IPv6, ....
> Extension on Dashboads
» Weathermap on measurement paths
on metric OWD, Loss, Throughput

» Extensions on Alarming System
» Goal: Extend PMV Support to Access network up to connected users

» Work on Concept on Performance Verfication and Troubleshooting Platform



Examples




Example: Short Link Interrupt,
typcial measurement pattern

Source Destination
owd-ms-erl.x-win.dfn.de owd-ms-ham.x-win.dfn.de
188.1.222.18 188.1.222.10

Host info v Host info v

Tput (TCP) ‘ Tput (UDP) ‘ Loss (UDP) ‘ Loss (one way) ‘ Loss (rtt) ’ Retrans

Latency (one way) ’

Report range
‘ € ‘ ‘ 12 hours ¥

Tue 06/04/2019  to Tue 06/04/2019
07:25:13 (GMT+2) 19:25:13 (GMT+2)

06/04/2019 13:49:13 (GMT+2)

. B Loss - ipv4
%. ->0.5% lost (3 of 600 packets) (one way)
";’ [powstream]
E <-0.5% lost (3 of 600 packets) (one way)
) [powstream]
o
= :
= Latency - ipv4
-> 6.3 ms (one way) [powstream]
g <- 6.4 ms (one way) [powstream]
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08 AM 09 AM 10 AM 11 AM 12PM

01PM 02 PM

03 PM 04 PM 05 PM 06 PM

> 3 pkts lost

» Measurement stream
20 pkts/s

» -> 3*50ms
path interrupt time
= 150 ms



Example: Short interrupt followed by long fibercut
-> rerouted traffic

Tput (TCP) Tput (UDP) Loss (UDP) Loss (one way) Retrans ’ Latency (one way) Latency (rtt)

Forward e Reverse ws» Failures

Throughput (ipv4)

Packet Loss % (ipv4)
jatnncenacnnacnnaem-:

Latency ms (ipv4)

06 PM Mon 27 06 AM 12PM 06 PM Tue 28 06 AM 12PM 06 PM Wed 29 06 AM 12F



MaDDash Dashboard - Check Res.' X [iEe MEREIINE

&« - C @ & https://perfsonar.x-win.dfn.di bui/details.cgi?uri grids/X-WiN+-+Cc 133% e & % | Q Suchen Z v IND & =

Example: TCP throughput
Small amount of retransmissions

Tput (TCP) Tput (UDP) Loss (UDP) Loss (one way) Loss (rtt) Retrans ‘ Latency (one way)
Forw

05/31/2019 03:06:30 (GMT+2) x

=) Throughput - ipv4

-> 9.89 Gbits/s (TCP) [iperf3]
<~ 9.89 Gbits/s (TCP); retrans: 49
[iperf3]

Packet Loss % (ipv4) Throughput (ipv4)

Latency ms (ipv4)

Wed 29 12PM Thu 30 12PM Fri 31 12PM June 12PM Jun 02 12PM Mon 03 12PM Tue 04 12PM




Example: Routing Anomaly

Tput (TCP) ‘ Tput (UDP) ‘ Loss (UDP) ‘ Loss (one way) ‘ Loss (rtt) ‘ Retrans ‘ Latency (one way) Latency (rtt) Forward == ‘ Reverse == Failures

Throughput (ipv4)

Packet Loss % (ipv4)

Latency ms (ipv4)

1PM Thu 13 01 AM 02 AM 03 AM 04 AM 05 AM 06 AM 07 AM 08 AM 09 AM 10 AM
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EExampIe: Maintenance with planned Backbone Link
Downtime (well prepared -> no packet loss)

Tput (TCP) ‘ Tput (UDP) ‘ Loss (UDP) | Loss (onew~* ‘ A \T4) ‘ e | ' ===~ 'one way) ‘ Latency (rtt) Forward == | Reverse s« Failures

06/04/2019 06:50:25 (GMT+2) X

. =) Loss - ipv4
% -> 0% lost (0 of 3000 packets) (one way) [powstream)]
;’ <~ 0% lost (0 of 3000 packets) (one way) [powstream]
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3 Latency - ipv4
|£ ->5.0 ms (one way) [powstream]
<~ 5.0 ms (one way) [powstream]
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Latency ms (ipv4)
e

05 AM 06 AM 07 AM 08 AM 09 AM 10 AM 1AM 12PM 01PM 02 PM 03 PM




Questions ?




