r

- g European

=——— Commission

[

Results, challenges and Q&A

3rd TF-DLT meeting February 2022 — 22/02/2022
Daniel Du Seuil — Convenor ESSIF and Belgian Representative EBP

Gert De Braekeleer - Belnet



NETWORK DESIGN

What will EBSI looked like by the end of 2021

Q1 2020 End 2021
n
o, < e
Network Topology: Network Topology: Network Topology:
* Test environment *+ Test & Pre-production environment *+ Test & Pre-production environment
* 15 MS and 5 EC nodes * 30 MS and 4 EC nodes * 30 MS and 4 EC nodes
Key Achievements: Key Achievements: Key Achievements:
* Supports Besu protocol * Environment that interacts with the * 6 validators on pre-production
* Demonstrates Eva user community (EA) * Releases every sprint including SC
journey * Supports Besu & Fabric and APl updates
* Releases every 2 sprints, including * A more secure network with
SC and API updates. throttling of APIs (DDOS mitigation)
* Consensus algorithm tested up to and completed security
29 max validators assessments (ITSRM2, openscap)

* Smart Contract based access
€3 &oﬁ‘ management
Sf |/2 Pre rodﬁ * Evaluation of Nebula Mesh network
P for a new network topology
* Revocation
Q1 202} >

m sprint every 2 weeks



NETWORK IMPLEMENTATION

A solid network of 41 nodes across Europe

Legend
B MS Deployed in V2 Pre Prod
MS Deployed in V1

“ ¢

OPsTC:

Nodes per country

Austria (1)
Belgium (1)(1)
Bulgaria (2)
Croatia (1)
Cyprus (1)
Czechia (2)
Finland (1)(1)
France (1)(1)
Germany (2)(2)
Greece (2)
Hungary (3)
Italy (2)(1)

(Red are nodes on V1)

SOH0OE

SHOECEC

From 38 to 41 nodes in 22 countries
of which 33 on V2

Lithuania (1)
Luxembourg (1)
Netherlands (2)
Norway (1)
Portugal (1)
Romania (3)
Slovakia (1)
Slovenia (1)
Spain (3)
Sweden (1)

EC Nodes



Production Infrastructure readiness in Q1 2022

Process of setting up production environment

MS joining

network

L  Commission launches O MS nodes must accept terms &
Production network conditions, SLAs and preform

security self-assessment
Q EBSI Team performs tests of

infrastructure and O Commission invites MS nodes to
components join the Production network

L Final checks, analysis and
evaluation of technical
metrics

Jd  MS nodes promoted to the
validator role

O Reinforced EBSI Support Office

Production readiness

-~ Production network ready to be

Q

used by Use Cases

Integration with 3rd Party
services providers
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What is

EBSI is user centric, decentralized and reusable in multiple contexts and use cases. It is based on open standards to
stimulate interoperability and the creation of cross-border public services

Actors

UCs

EBSI

day?

TAO : Issuer : Holder : Verifier TAO : sssss : Holder : rrrrr TAO : : Holder : eeeee TAO | Issuer | Holder | Verifier TAO | Issuer . Holder | Verifier TAO | Issuer . Holder | Verifier
Gov. Entity ; Gov. Entity } } Gov. Entity Gov. Entity } 1 Student l Cmp Gov. Entity ; nnnnnnn ‘ nspect
ESSIF Education Social Security Document traceability Trust data sharing SME financing




Early Acepters Programimes
Imegining whet EBS]
camn o {for Eurepean
clitizens.*
An incubator to help Early Adopters and

their partners imagine, build and launch
their blockchain pilot project(s).
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The Verifiable Credentials Playbook

Summarise the technical standards, specifications, and decisions that were accepted in order to meet the business
requirements of the Use Cases.
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Identification of cross-border scenarios

23 scenarios have been identified, 14 are cross-border (60%) and 4 (cross-border) presented their demos in 2021

Scenario Issuer E:JJE:W =12 VC type Verifier Country of the Verifier DEC 2021 Q12022
Scenariol  Fabrica National De Moneda Spain will issue V.ID that is verified by~ Univ REV Spain v
Scenario2  Univ R&V Spain will issue V.Attestation (student ID) that is verified by~ Univ R&V Spain v
Scenario 3 Slovakia elD Slovakia will issue V.ID that is verified by  Demo bank Slovakia v
Scenariod4  Slovakia elD Slovakia will issue V.ID that is verified by~ Univ R&V Spain v

Scenario5  Fabrica National De Moneda Spain will issue V.ID that is verified by  Demo bank Slovakia v

Scenario 6 RwIG NL will issue V.ID v
Scenario 7 RviG NL will issue Trusted Issuer (university) v
Scenario®  Government portal (ARIADNI) Cyprus will issue VID that is verified by ﬁ]}% g’&';:t“:[ﬁ domegr Eah}}g"r?';; v

Scenario9  Univ Nicosia Cyprus will issue Diploma credentials that is verified by ~ ETEK v
Scenario 10 ETEK Cyprus will issue License practice credentials v
Scenario 11 GUNst (Gresk Universities Network) Greece will issue ([:'EEIS:E credentials to a Cyprus that is verified by ~ ETEK Cyprus v
Scenario 12 Sample/Dummy Municipality Europe will issue V.ID that is verified by~ Sample/Dumrmy Municipality Europe v
Scenario 13 Technical University of Berlin Germany will issue Bsc Computer Science that is verified by ?Eﬁnmc?]{;ﬁrSdenoe and Higher Croatia v
Scenario 14 Technical University of Berlin Germany will issue Bsc Computer Science that is verified by WU Wien, TU Graz (EBSI4Austria)  Austria v
Scenario 15 Politehnica University of Timiscara ~ Romania will issue Electronics Engineer Diploma that is verified by~ University of Lille France v
Scenario 16 University of Athens Graecs will issue University Diploma that is verified by Politehnica University of Timisoara  Romania v
Scenario 17 University of Lille France will issue Certified Translation that is verified by University of Athens Greege v
Scenario 18 KU Leuven university Belgium will issue a Student id (V. Attestation) that is verified by Universita di Bologna Italy v

Scenario 19 Universita di Bologna Italy will issue {aVTt::l;mtaggf}mm that is verified by KU Leuven university Belgium v

Scenario 20  Tampere Finland will issue micro-credential that is verified by~ KTU Lithuania v
Scenario 21 KTU Lithuania will issue micro-credential that is verifiad Tampere Finland v
Scenario 22 ADC Spain will issue averifiable ID that is verified by KU Leuven university Belgium v

Scenario 23 KU Leuven university Belgium will issue a Student id V. Attestation that is verified by AOC Spain v
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Recap of the MU Pilot milestones

What are the key MU Pilot milestones?

Kick-off MU Pilot

Exploration of specifications
Organisation of Design
Workshop

Creation of clusters to facilitate

collaboration

|dentification of cross-border
scenarios

Integration in pre-production and
conformance test

Presentation of first demos

Demo Days

JULY 2021

L 4

AUGUST 2021

. 4

SEPTEMBER 2021

OCTOBER 2021

NOVEMBER 2021

DECEMBER 2021

JANUARY 2022

FEBRUARY 2022

MARCH 2022
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+ENIC-NARIC

UNESCO

Employment, social affairs, skills,
labour mobility, Europass, ESCO

DG-EMPL

Citizens

Lifelong learning

Education and training, Erasmus+

DG-EAC

Digital Economy

Economic growth, higher

employment
DG-ECFIN

TVET skills
Cedefop

Society

Work & Economy

DG-JRC
Science and knowledge, DigComp

EU Blockchain Observatory Forum

DG-GROWTH

Single market, industry,
entrepreneurship and small
businesses

DG-RTD

Research, science and innovation,
with a view to help create growth and
jobs and tackle our biggest societal
challenges




European Digital Identity Wallet roadmap

Key deadlines

Outline of the Architecture Reference
Framework of the European Digital Wallet

Draft the Architecture Reference
Framework of the European Digital Wallet

European Digital Identity Wallet Reference
Implementation

Large Scale Pilots of the European Digital
Identity Wallet Use Case

Q12022 Q22022 Q32022 Q42022
L&
L
.

Q12023

Q2 2023

Q3 2023

Q4 2023



EU Digital Identity Wallet - Organisation of work (flow)

Use Cases

Use Case 1

Use Case 2

Use Case 3

Use Case 4

»

Input/
Requirements

i Commission - Coordination & Support |

Secretariat s
Member States Expert Group
WG1: Provision WG2:
and exchange Functionality
of identity and security of
attributes the Wallets
WG3: Reliance WG4:
on the Wallet / Governance
identity
matching

Standards
and technical
specifications

»

Guidelines
and best
practices

Wallet
Development

|

Pilot
Implementation




1st priority HEI - Master/Bachelor (but keeping LifeLong Learning — LLL - in mind)

* Include Students cross-border mobility

+ Identity (European Student ID)- Substantial Level of Assurance

* Transcript
* 4 interoperability dimensions (cross-border context) in place:
* Governance - in place: accreditation organizations, trusted issuers

+ Legal - in place: Identity (elDas) and Data (GDPR+MS national legislation for data as legal binding acts)

Semantic - in place: common cross-border data model European Learning Model (ELM), ELMO, MyAcademiclD-SCHAC

Technological - Verifiable credentials as the common way to package and share educational credentials

*+ Competent end users in digital skills - in place

Second priority: Vocational Education and Training (VET) - VET qualifications are accredited in many different ways across the EU,
including by government bodies and by chambers. In all MS vocational qualifications from the formal system are included in national
gualifications frameworks referenced to the European Qualifications Framework. Using VET as a pilot beyond HEI is not complicated; e.g.,

Luxembourg has issued over 1,600 digital certificates to VET graduates since 2020 as part of the implementation of the European Digital
Credentials for learning

Recognize and take advantage of the work and experience of the Member States in the field of education, in particular the experience
and business requirements identified and defined in the Diploma Use Case of the EBSI project during the last two years.



Digital Europe Programme: alignment of topics

Improvement of EBSI nodes and services
aiming to become reference nodes (inc
delivery of a qualified trust service as
qualified electronic ledger)

Large scale pilots of current use
cases to demonstrate the
functionality of the Wallet in
national and cross-border
contexts.

Support to use cases based on Verifiable
Credentials, in particular Diploma

(education credentials) and Social

Security Pass use cases to scale up,
finish business requirements, engag
business stakelholders and reinforci
Trust and Governance Model

Support to other EBP use cases




Business Domain, private sector & stakeholders

MS & Policy
Area (MS + EC)

elDAS use case

~

{ EBSI use case

Engaged MS representatives

Use case team
of domain experts

2 -~
- | Convenor

eiDAS v2
N
techmca! team

ESSIF capabiliteit s Eidas v2 toolbox and

on EBSI infrastructure reference architecture



Strengthened EC support

More than tripling the EC contribution directly to EBSI and EBP actions through the Digital Europe Programme
(pending to the adoption of the Work Programme 2021-22)

—

~ Atleast38M€

DEP for

EBSI core DEP for
platform EBSI

+ joint implemen
EBP UC tation in
+ EBP countries
sandbox (15 M€)
(22 M€)

CEF for CEF for CEF for
EBSI core EBSI core EBSI first
platform platform implemen

+ joint + joint tation in
EBP UC EBP UC countries
(4 M€) (4 M€) (3 M€)

DEP for DEP for

EBSI (...) EBSI (...)

L X 2.75 w—)

L X SA (EC up to 50%)

H2020 for
future Horizon Europe (R&I) and blockchain
EBSI (PCP) related projects

..... Horizon2020 (R&l) (7 M€)

and blockchain related projects




