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Promotional	video
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Where	is	eduroam?
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What	is	eduroam?
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• eduroam is	a	global	wireless	roaming	

network,	based	on:

–WPA2	&	802.1X	(network	access	control)

– RADIUS	(infrastructure	to	transport	credentials)
– Trust	fabric	(RADIUS	hierarchy	and	policy)
– No	web	splash	screen	portal	or	shared	passwords

• Started	in	the	TERENA	Task	Force	“Mobility”

• eduroam =	education	roaming



What	else	is	like	eduroam?
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• eduroam	is	similar	to	other	wireless	hotspots

• …but	eduroam	is	a	service	via	an	overlay

–We	don’t	run	our	own	hotspot	infrastructure



How	it	works…
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• Trust based on national policy

• Security based on 802.1X/RADIUS

• VLAN assignment to separate users
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How	it	works……and	where	it	breaks
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• On the campus: User DB, RADIUS server, Link to 
Upstream Roaming Operator, Access Points or 
Controller, VLAN/DHCP/IP Addressing

• Always the Users Fault!
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How	it	works……and	where	it	breaks
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• Roaming Operators: Upstream/Downstream, Firewalls, 
Top-Level Servers, RadSec + Dynamic Discovery

• We can still blame the user!
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The	user	blames	eduroam!
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• Users	offer	feedback...



Why	a	configuration	assistant	tool?	
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• Solve	the	user	confusion	problem

– Institutional	flexibility	causes	a	documentation	

problem…	…installation	is	the	hardest	part.



Why	a	configuration	assistant	tool?	
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• Available	EAP-Types

• http://deployingradius.com/documents/protocols/com
patibility.html



Why	a	configuration	assistant	tool?	
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• Institution	choose	Authentication	Type

– PEAP-MSCHAPv2	popular	for	Microsoft	Platforms

– TTLS-PAP	popular	for	sites	with	encrypted	LDAP

– TTLS-*	is	only	supported	in	Wi-Fi	Passpoint

• Multiple	Device	Platforms

– MacOS X	and	iOS devices	(iPod,	iPhone,	iPad)

– Microsoft	Windows

– Android	Phone	and	Tablets	(and	Chrome	OS)

– Other	laptops/phones/tablets	less	popular	(but	need	

support)	and	new	devices	appear…



eduroam	“pulse”
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• 2009	- RIP

• AARNet

• SheevaPlug

• �€100
• Didn’t	Scale

• Not	a

community



Active	Monitoring	eduroam	Node	(AMeN)

14

• 2009	– 2018	(being	shutdown)

• Alix System

• SURFnet

• �€100
• Deployed	at

>20	sites

• Replacement	

service?



SrceRaspberry	Pi		(“Frankenprobe”)
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• 2012	à Current

• Raspberry	Pi

• Srce

• �€100
• Not	a	solution

• Scanning	for	SSIDs

&	Signal	Quality



UNINETT	Trådløs	Probe
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• 2014	à Current

• Raspberry	Pi

• UNINETT

• �€120
• Trouble	shooting,

continuous

quality	

measurments



Janet/LoughboroughUniProbe
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• 2012	– 2017	(still	running)

• TP-Link	MR3020

• � Atlas	v3
• wpa_supplicant

&	scripts

• >	200	probes	deployed



We’ve	tried	and	tried…
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• eduroam	“pulse”	–	AARNet

– dead

• AMeN	–	SURFnet	

– deprecated

• Raspberry	Pi	“frankenprobe”	–	Srce

– work	in	progress

• Trådløs	Probe	–	UNINETT

– campus	quality	measurements

• Loughborough	Uni	Probe	–	Jisc

– best	hope?!?



Why	WLAN	measurements	on	Atlas?
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• Janet/Loughborough Uni as	PoC

– Proof	that	it	can	work…

• …previous	solutions	show	utility	– but	not	scale.

• eduroam	� Hotspot	2.0

– Hotspot	2.0	+	Next	Generation	Hotspot	both	802.1X

• WLAN	hotspot	providers	might	be	interested	in	sponsoring

• Atlas	has	the	footprint	+	infrastructure

– Can	scale	to	>10k	probes

– Datasets	can	be	public	+	available	over	time



About	RIPE	Atlas…
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• v1	&	v2	hardware

– Lantronix
– Lots	of	€£$
– No	wireless

• v3	harware

– TP-Link	hardware
– Very	cheap	¢
– 2.4GHz	wireless



New	types	of	visualisation…
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• Is	IPv4	and	IPv6	traceroute consistent?

• Amsterdam

power	outage

• Visit

labs.ripe.net



RIPE	Atlas
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• v3	Hardware	has	WiFi chips

– V4	hardware	plans	have	been	delayed	due	to	
probe	failure.

– Almost	10k	probes	

• 8093	are	v3	and	connected	(as	of	this	morning)
• https://atlas.ripe.net/api/v2/probes/?tags=system-
v3&status=1

• 12	have	WiFi firmware
• https://atlas.ripe.net/api/v2/probes/?tags=system-
wifi&status=1



RIPE	Atlas:	Production	Environment
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https://atlas.ripe.net/



RIPE	Atlas:	Wireless	Probe
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https://atlas.ripe.net/probes/17616/



RIPE	Atlas
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RIPE	Atlas
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RIPE	Atlas
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RIPE	Atlas:	A	measurement
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RIPE	Atlas:	Failure	Result
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RIPE	Atlas:	Success	Result	(partial)
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What	next?
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• API	currently	available	for	measurement	

creation

– Only	supports:

• TTLS-EAP-MSCHAPV2
• TTLS-MSCHAPV2
• TTLS-PAP
• PEAP-MSCHAPV2

– Uses	wpa_supplicant in	OpenWRT

• New	features	need	to	be	in	wpa_supplicant (such	as	PWD)
– Nested	tests

• Ping,	Traceroute,	TLS	Cert	Check,	DNS,	NTP
– Web	UI
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RIPE	have	dev,	test	+	production	envs
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• Dev/Test	aren’t	publicly	accessible

– 4	dev	probes	in	our	control
– There	are	8	probes	– 4	are	ours

• SURFnet,	2	x	Loughborough	and	GÉANT

• Production

– There	are	12	probes	available	(6	online)
• https://atlas.ripe.net/api/v2/probes/?tags=system-
wifi&status=1



What	next?
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• How	to	roll	out	WLAN	capability?

– User	Tag	+	Opt-in
• Unable	to	Opt-out

– Check	ASNs	+	preload
• Ask	the	probe	hosts

– Additional	probes	will	be	
made	available



What	next?
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• An	API	for	WLAN	measurements

– Scan	

– Associate

– Authenticate

– Measurement	(dns,	ping,	traceroute,	SSL	cert)

– Report

• Orchestration	+	Visualisation of	eduroam	Tests

– Still	a	responsibility	of	eduroam Ops	(or	SIG-PMV)

– Community	can	built	on	this	infrastructure



Let’s	Discuss…
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