Federating OTRS with mod_auth_mellon

OTRS is the Open-source Ticket Request System, which is a Perl application that runs on an Apache web server. OTRS has two different web interfaces:

® The customer interface. This is for people who submit tickets.
® The agent interface. This is for people working on tickets (‘admins' if you will)

Both the interfaces can use various authentication methods, such as a local database, or Active Directory/LDAP. It is also possible to use external
authentication (HTTPBasicAuth) in which case OTRS does not take responsibility for authentication any more, but instead relies on an Apache
environment variable to provide the username. The is the way forward if you want to use SAML or federated authentication, but there are some issues with.

The biggest issue is that is not possible to provision accounts in OTRS before users have logged in. This is because there is no way of knowing a user's
details until they have authenticated. To overcome this | wrote a new customer authentication module for OTRS that creates customer accounts on the fly
(auto-provisioning).

At the moment we have no use case yet for auto-provisioning agents. This is left as a future exercise, one idea is to auto-provisioning agents based on the
value of a specific SAML attribute.

The standard HTTPBasicAuth can be used for the agent interface.

Below is the recipe for getting OTRS to work with federated authentication using Ubuntu 14.04, OTRS 3.3.8 and mod_auth_mellon 0.7. If you manage to
implement it on another combination of software, please let me know.

Prerequisites

Before you start, make sure you have these bits in place:

A correctly configured Apache web server that is able to serve an HTTPS web site (https://otrs.example.com).

A SAML Identity Provider (IdP).

An account on that IdP.

An attribute that can be used as username in OTRS (for example eduPersonPrincipalName). Attributes for first name, last name, and e-mail are
optional but highly recommended as the service would be pretty useless without these. In this case we assume that 'givenName', 'sn’, and 'mail’
can be used.

® The user name of the to-be administrator account. So, if you choose eduPersonPrincipalName as the attribute for username, you need to know
your own value (for instance 'dvisser@surfnet.nl’).

OTRS

Go to https://www.otrs.com/try/, scroll to Source, and pick the latest version of OTRS Help Desk.
Follow the instructions at http://otrs.github.io/doc/manual/admin/stable/en/html/index.html, do a standard install and make sure everything works.
Pay special attention to the phrase "Please install OTRS from source, and do not use the OTRS packages that Debian/Ubuntu provides." '~

It will require some fiddling to get all the Perl modules sorted, | suggest to use the packages modules as much as possible.

The docs all seem to assume that you'd want to run OTRS inside a subdirectory (https://example.com/otrs), but we want it to be the root of our vhost
(https://otrs.example.com), in which case this configuration is a little bit different, see below (you should have the HTTPS stuff already configured, probably
in /etc/apache2/mods-enabled/ssl.conf):

Server Nane otrs. exanpl e. com
Alias /otrs-web/ "/opt/otrs/var/httpd/ htdocs/"
Alias / "/opt/otrs/bin/cgi-bin/"
<I f Modul e nod_perl.c>
# Setup environment and prel oad nodul es
Perlrequire /opt/otrs/scripts/apache2-perl-startup.pl
# Rel oad Perl npdul es when changed on di sk
Per | Modul e Apache2: : Rel oad
Per| | ni t Handl er Apache2: : Rel oad
# nod_perl 2 options for Genericlnterface
<Location /nph-genericinterface. pl >
Per| Opti ons - ParseHeaders
</ Locati on>
</| f Modul e>
<Directory "/opt/otrs/bin/cgi-bin/">
Al'l owOverride None
Di rectoryl ndex custoner. pl


https://www.otrs.com/try/
https://github.com/UNINETT/mod_auth_mellon
https://www.otrs.com/try/
http://otrs.github.io/doc/manual/admin/stable/en/html/index.html

AddHandl er perl-script .pl .cgi

Per | ResponseHandl er ModPerl :: Registry
Options +ExecCd

Per| Opti ons +Par seHeader s

Per| Opti ons +Set upEnv

# nod_aut h_nel | on pl acehol der

<I f Modul e nod_versi on. c>
<IfVersion < 2.4>
Order al |l ow, deny
Al low fromall
</ | f Ver si on>
<IfVersion >= 2.4>
Require all granted
</| f Ver si on>
</| f Modul e>
<| f Modul e ! nod_ver si on. ¢c>
Order al |l ow, deny
Al low fromall
</ | f Modul e>
<I f Modul e nod_defl ate. c>
AddCQut put Fi | t er ByType DEFLATE text/htnml text/javascript text/css text/xm application/json text/json
</ I f Modul e>
</Directory>

<Directory "/opt/otrs/var/httpd/htdocs/">
Al l owOverride None
<I f Modul e nod_versi on. c>
<IfVersion < 2.4>
O der all ow, deny
Allow fromall
</ I fVersion>
<IfVersion >= 2.4>
Require all granted
</| f Ver si on>
</| f Modul e>
<I f Modul e ! nod_versi on. c>
Order all ow, deny
Allow fromall
</| f Modul e>
<I f Modul e nod_defl ate. c>
AddCQut put Fi | t er ByType DEFLATE text/htnml text/javascript text/css text/xm application/json text/json
</| f Modul e>
# Make sure CSS and JS files are read as UTF8 by the browsers.
AddChar set UTF-8 .css
AddCharset UTF-8 .js
# Set explicit mime type for woff fonts since it is relatively new and apache may not know about it.
AddType application/font-woff .woff
</Directory>
<I f Modul e nod_headers. c>
# Cache css-cache for 30 days
<Directory "/opt/otrs/var/httpd/htdocs/skins/*/*/css-cache">
<Fi |l esMatch "\. (css| CSS) $" >
Header set Cache-Control "nmax-age=2592000 nust-revalidate"
</ Fi | esivat ch>
</Directory>
# Cache css thirdparty for 4 hours, including icon fonts
<Directory "/opt/otrs/var/httpd/ htdocs/skins/*/*/css/thirdparty">
<Fil esMatch "\. (css| CSS| wof f | svg) $" >
Header set Cache-Control "max-age=14400 nust-revalidate"
</ Fi | esivat ch>
</Directory>
# Cache js-cache for 30 days
<Directory "/opt/otrs/var/httpd/ htdocs/js/js-cache">
<Fil esMatch "\. (js|JS)$">
Header set Cache-Control "nmax-age=2592000 nust-revali date"
</ Fi | esiat ch>
</Directory>



# Cache js thirdparty for 4 hours
<Directory "/opt/otrs/var/httpd/ htdocs/js/thirdparty/">
<Fil esMatch "\.(js|JS)$">
Header set Cache-Control "nmax-age=14400 nust-revalidate"”
</ Fi | esivat ch>
</ Directory>
</| f Modul e>

The site is now configured so that the bare URL will go to the customer interface. This makes the most sense because typically customers will have less
clue about where to go.

The agent interface is where you should log in to with the default root@localhost account.

Once you're in, you should create a new agent with full permissions, and make sure the username is your eduPersonPrincipalName.

mod_auth_mellon

mod_auth_mellon is an Apache module, which is available in Ubuntu 14.04 and later. To get this working with Ubuntu 12.04, | recompiled the Debian
source packages from the University of Tilburg and made them available in our own APT repository. Either way, it's easy to install:

apt-get install |ibapache2-npd-auth-nellon
a2ennod aut h_mel | on

Create a directory /etc/apache/mellon, and store the Identity Provider metadata in XML format to a file called idp.xml.

Create the cryptographic material for mod_auth_mellon:

openssl req -new -newkey rsa: 2048 -days 3650 -nodes -x509 -keyout sp.key -out sp.crt

Now add this to the configuration of the vhost at the mod_auth_mellon placeholder:

Mel | onEnabl e "i nfo"

Mel | onSecur eCooki e On

Mel | onSessi onDunp O f

Mel | onUser eduPer sonPri nci pal Nanme

Mel | onSam ResponseDunp O f

Mel | onEndpoi nt Path "/ nel | on"

Mel | onSPPri vat eKeyFi | e /et c/ apache2/ nel | on/ sp. key
Mel | onSPCert Fil e /etc/apache2/ nel |l on/sp.crt

Mel | onl dPMet adat aFi | e / et c/ apache2/ nel |l on/idp. xnl

As you can see, the attribute eduPersonPrincipalName is being used as the username. This is the attribute that should always be sent by the IdP. In other
words, you have to make that authentication doesn't go through when there is an eduPersonPrincipalName. mod_auth_mellon populate the
REMOTE_USER environment variable with the value of this SAML attribute.

@ Keep in mind that eduPersonPrincipalName might work well in a controller environment, such a a national identity federation, where the
attribute is always present, validated, etc. It might not be so smart if you use a SAML proxy, in which case you could end up with different users
with the same eduPersonPrincipalName.

By this time, you should be able to download the Service Provider metadata from https://otrs.example.com/mellon/metadata, and use it to add it to your
IdP, thereby creating a trust relationship.

And once that is done, you should be able to authenticate by going to https://otrs.example.org/mellon.


http://non-gnu.uvt.nl/debian/wheezy/libapache2-mod-auth-mellon/
http://non-gnu.uvt.nl/debian/wheezy/libapache2-mod-auth-mellon/
http://ubuntu.terena.net/pool/main/liba/libapache2-mod-auth-mellon/
https://example.com/mellon/metadata,
https://otrs.example.org/mellon

Adding the new module to OTRS

Create the file Kernel/System/CustomerAuth/HTTPBasicAuthMellon.pm and copy the code below in it:

Ker nel / Syst enm Cust omrer Aut h/ HTTPBasi cAut hMel | on. pm

Provi des HTTPBasi ¢ aut hentication for use with Apache's nod_aut h_nel | on.
Thi s npdul e aut o- provi si ons custoner users.

Di ck Visser <visser@erena.org> 2014-08-22

Copyright (C) TERENA, http://ww.terena.org

This software conmes with ABSOLUTELY NO WARRANTY. For details, see

the enclosed file COPYING for license information (AGPL). |f you

did not receive this file, see http://ww.gnu.org/licenses/agpl.txt.

HOH OH R HH W HH

H

package Kernel :: System : Cust oner Aut h: : HTTPBasi cAut hMel | on;

use strict;

use war ni ngs;

sub new {

ny ( $Type, %Param) = @;

# al l ocate new hash for object

ny $Self = {};

bl ess( $Sel f, $Type );

# check needed objects

for (gWm LogObject ConfigCbject DBObj ect Mai nObj ect Encode(vject)) {
$Sel f->{$_} = $Paran{$_} || die "No $_!";

}

$Sel f - >{ Cust orrer User Cbj ect} = Kernel : : System : Cust onmer User - >new( % $Sel f} );

# Mellon environnent vars

$Sel f - >{ Mai | EnvVar}
= $Sel f->{Configoj ect}->Get( ' Custoner::Aut hMddul e: : HTTPBasi cAut hMel | on: : Mai | EnvVar ')
|| " MELLON nmil"';

$Sel f - >{ Fi r st NaneEnvVar }
= $Sel f->{ConfigObject}->Get (' Custoner:: Aut hModul e: : HTTPBasi cAut hMel | on: : Fi r st NaneEnvVar ')
|| ' MELLON_gi venNane' ;

$Sel f - >{ Last NaneEnvVar }
= $Sel f->{ConfigObject}->Get( 'Customer::Aut hModul e: : HTTPBasi cAut hMel | on: : Last NaneEnvVar ')
|| ' MELLON sn';

$Sel f - >{ Cust omer | DEnvVar }
= $Sel f->{ConfigQObject}->Get( 'Customer::Aut hMbdul e: : HTTPBasi cAut hMel | on: : Cust oner | DEnvVar ')
|] " MELLON custoner_id';

# Debug O=of f 1=on

$Sel f - >{ Debug} = 1;

$Sel f->{Count} = $Paran{Count} || '';

return $Self;

sub Get Option {

ny ( $Self, Waram) = @;

# check needed stuff

if ( !$Paran{What} ) {
$Sel f - >{LogCbj ect}->Log( Priority => 'error', Message => "Need What!" );
return;

}

# nodul e options

ny %ption = ( PreAuth => 1, );

# return option

return $Option{ $Param{What} };

sub Auth {
ny ( $Self, %aram) = @;
# Get attributes values fromenvironnent variabl es

ny $User = $ENV{ REMOTE_USER} ;
ny $Mail = $ENV{$Sel f->{Mai | EnvVvar}} || "invalid_emil @oreply.coni;
ny $FirstName = $ENV{$Sel f->{FirstNameEnvVar}} || 'first_nane';

ny $Last Name = $ENV{ $Sel f - >{ Last NameEnvVar}} || 'last_nane';



ny $Custonerl D = $ENV{ $Sel f->{Custoner| DEnvVar}} || 'default_custoner';
ny $Rendt eAddr = $ENV{ REMOTE_ADDR} || 'Got no REMOTE_ADDR env!';

# return on no user
if ( !'$User ) {
$Sel f - >{ LogObj ect } - >Log(
Priority => 'notice',
Message =>

"No \ $ENV{ REMOTE_USER}, so not authenticated yet. Redirecting to authenticate (client
REMOTE_ADDR: $Renpot eAddr). ",

)
return;

}
# replace parts of login
ny $Repl ace = $Sel f->{Confi gObj ect } - >Cet (

' Cust oner: : Aut hMbdul e: : HTTPBasi cAut h: : Repl ace' . $Sel f->{Count},

)
if ($Replace) {
$User =~ s/ "\ BRepl ace\E//;
}
# regexp on login
ny $Repl aceRegExp = $Sel f - >{ Confi gObj ect } - >Get (
' Cust oner: : Aut hModul e: : HTTPBasi cAut h: : Repl aceRegExp’
)
if ($Repl aceRegExp) {
$User =~ s/ $Repl aceRegExp/ $1/;
}
# Log Apache environnent vars in debug node
if ( $Self->{Debug} >0 ) {
$Sel f - >{ LogObj ect } - >Log(
Priority => 'debug',
Message => ' Apache environnment vars:'
)
foreach ny $var (sort keys %ENV) {
$Sel f - >{ LogQbj ect } - >Log(
Priority => 'debug',

Message =>  $var . "=" . $ENVf$var},
)
}
}
# |l og
$Sel f - >{ Logbj ect } - >Log(
Priority => "notice',

$Sel f->{Count },

Message => "User '$User' Authentication ok (REMOTE_ADDR $RenoteAddr).",

)

# Aut o- provi si ong.
# First check if custoner exists

ny %Jser Test = $Sel f - >{ Cust oner User Obj ect } - >Cust oner User Dat aGet ( User => $User );

if (! %JserTest) {
$Sel f - >{ LogQbj ect } - >Log(
Priority => 'notice',

Message => "User '$User' doesn't have an account here yet, provisioning it now',

)

# Add new cust oner

ny $newuser = $Sel f->{ Cust oner User Obj ect } - >Cust onmer User Add(

Sour ce => ' Cust oner User',

User Firstnane => $First Nane,

User Last nane => $Last Nane,

User Cust onmer | D => $Cust oner| D,

User Logi n => $User,

User Passwor d => $Sel f - >{ Cust omer User Obj ect } - >Gener at eRandonPasswor d( ),
User Enai | => $Mi |,

Validl D = 1,

User I D = 1,

)
}
# return user
return $User;



Configuration

When creating a new customer, we also need data for several other fields: first name, last name, e-mail, and customID. Since mod_auth_mellon copies all
the SAML attributes into Apache environment variables anyway, we can use them. The module uses the standard SAML attributes (prefixed with
MELLON_ because that's their environment variable name) wherever possible:

Apache environment variable

First name MELLON_givenName

Last name MELLON_sn

e-mail address | MELLON_mail

customerID MELLON_otrs_customer_id

You can override these values in your configuration (Syst enf Conf i g. pm) , which at the minimum looks like this:

org

# Custoner Auth

$Sel f->{' Cust omer:: Aut hMbdul e'} = 'Kernel :: System : Cust omer Aut h: : HTTPBasi cAut hMel | on' ;

# Because auto-provisioned users will all have the same e-mail address

$Sel f - >{ Cust orrer User } - >{ Cust oner User Emai | Uni qCheck} = 0;

$Sel f - >{' Cust onmer Panel Logi nURL' } = '"https://otrs. exanpl e. cont nel | on/ | ogi n?Ret ur nTo=/ cust oner. pl ' ;

$Sel f - >{' Cust onmer Panel Logout URL" } = 'https://otrs. exanpl e. com nel | on/ | ogout ?Ret ur nTo=htt p: // ww. t er ena.

# Uncomment to override the environnent vars to be used

#$Sel f - >{' Cust omer: : Aut hMbdul e: : HTTPBasi cAut hMel | on: : User naneEnvVar'} = ' MELLON_eduPer sonPri nci pal Nange' ;
#$Sel f - >{' Cust oner:: Aut hModul e: : HTTPBasi cAut hMel | on: : Mai | EnvVar'} = ' MELLON nmi | ' ;

#$Sel f - >{' Cust oner:: Aut hMbdul e: : HTTPBasi cAut hMel | on: : Fi r st NameEnvVar'} = ' MELLON gi venNane' ;

#$Sel f - >{' Cust oner:: Aut hMbdul e: : HTTPBasi cAut hMel | on: : Last NaneEnvVar'} = ' MELLON sn';

#$Sel f - >{' Cust omer: : Aut hMbdul e: : HTTPBasi cAut hMel | on: : Cust omer | DEnvVar'} = ' MELLON otrs_customer_id';

# Agents are NOT auto-provisioned. The will have to be created nanual ly.

# To find their usernane, they could first log in as a custoner, so that you can see their usernane

# in the Custoner User Manager overview.

$Sel f->{' AuthModul e'} = 'Kernel:: System : Aut h: : HTTPBasi cAut h' ;

$Sel f->{' LoginURL'} = 'https://otrs.exanple.com nmellon/logi n?ReturnTo=/i ndex. pl *;

$Sel f->{' Logout URL" } = 'https://otrs. exanpl e. con nel | on/| ogout ?Ret urnTo=http://ww. terena.org';

I just found out that this set-up won't work unless you put the configuration file ZZZAAuth.pm in Ker nel / Conf i g/ Fi | es, and give it
permissions so that otrs/www-data has write access .There are many statements in there, but | do not yet know which ones are needed... To be
continued.

At this point, you should be able to log in to the site as an admin with your new account.

If you log in to the customer page, your account will be automatically created.

| don't even trust my own Perl skills, so use all of this with care '~

Known limitations

Customers cannot edit their details

Once customers are auto-provisioned, they cannot edit their name, e-mail, or any other values. This might be an issue in your environment. Only agents
can edit this.


https://wiki.geant.org/download/attachments/39682502/ZZZAAuto.pm?version=1&modificationDate=1410191292956&api=v2

Unknown agents get stuck in an authentication loop

When agents that don't have an account try to log in, they get stuck in an endless authentication loop. Another agent should first create a new agent
account.

If the username isn't know yet, then the new agent could first log in to the customer interface. The existing agent can then see what username was used,
and use this to create an agent account.
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